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Mandatory verification disclaimer 

Mandatory verification disclaimer 
This Annex addresses Ukrainian law, the martial-law regime in force in Ukraine since 24 
February 2022 and the cross-border transfer of personal data from Ukraine to the European 
Union in connection with the UNICA project. Sources of Ukrainian law are not directly 
accessible to the Coordinator and to its legal counsel SAPG in their authentic version. Each 
statement of Ukrainian law in this Annex is therefore accompanied by the marker [VERIFY UA 
COUNSEL] and is logged in Annex E. Each such statement shall be verified by the qualified 
Ukrainian legal counsel of CCCH before signature of Annex B. The Coordinator and SAPG 
do not provide a warranty on Ukrainian law and do not act as Ukrainian lawyers. The operative 
effectiveness of this Annex is subject to the signature of Annex B (Confirmation Letter) by the 
qualified Ukrainian legal counsel of CCCH. 

  

How to read the markers 
[VERIFY UA COUNSEL] inline tag, in italic orange, identifies a statement of Ukrainian law 
that requires verification. Annex E (Verification log) lists each such statement with its location 
and the proposed verification source. [FRAMEWORK] markers identify SAPG's interpretation 
of the EU framework, which SAPG verifies under its responsibility. [PRELIMINARY] markers 
identify operational items that are stable at month 6 and that may need review at month 18 in 
light of the evolving martial-law regime. 
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Part 1. Framework and three branches of the UNICA data flow at CCCH 
1.1 Purpose and CCCH-specific scope 
This Annex is the bilateral, partner-specific addendum that governs the participation of the Utility 
Non-Profit Enterprise Ivano-Frankivsk Central City Clinical Hospital (CCCH) in the UNICA 
project, in light of the specificity of Ukrainian law and of the martial-law regime in force in Ukraine 
since 24 February 2022. It complements, without replacing, the bilateral Data Processing 
Agreement set out by the parties (DPA UNICA), the Joint Controller Agreement among DATRIX, 
POLIMI and UPV (JCA UNICA), the Data Holder Onboarding Pack Section 7.3, the GDPR 
Compliance Onboarding Protocol, the IT Security Guidelines Part 4.2, the Ethics Committee 
Submission Pack Section 3.9 and the Patient Consent Form Review Section 5.4. 
This Annex applies exclusively to CCCH. The other UNICA Holders are not concerned by the 
Ukrainian-law provisions set out below and are not bound by this Annex. 
1.2 Triple legal framework 
Three legal frameworks converge on the participation of CCCH in UNICA. They are addressed in 
distinct Parts of this Annex and do not always operate in parallel. 
First, the European Union framework, which governs the conduct of the European Union 
recipients of the data (DATRIX, POLIMI, UPV in Italy and Spain, and HULAFE in Spain for the 
EUCAIM Central Hub). The European framework includes the GDPR (Regulation (EU) 2016/679), 
the EHDS Regulation (Regulation (EU) 2025/327) and the AI Act (Regulation (EU) 2024/1689). 
The applicable cornice on the European side is set out in Part 3.1. 
Second, the Ukrainian framework, which governs the conduct of CCCH on Ukrainian territory 
and the lawfulness of the export of personal data from Ukraine. The Ukrainian framework rests 
primarily on the Law of Ukraine n. 2297-VI of 1 June 2010 on the Protection of Personal Data, as 
amended and as currently in force, supplemented by the Constitution of Ukraine, by the Law of 
Ukraine on Information n. 2657-XII of 2 October 1992, by the Fundamentals of the Ukrainian 
Healthcare Legislation n. 2801-XII of 19 November 1992 and by the relevant orders of the Ministry 
of Health of Ukraine. The Ukrainian cornice is described in Part 2. 
Third, the martial-law overlay, in force in Ukraine since the Decree of the President of Ukraine 
n. 64/2022 of 24 February 2022, ratified by Law n. 2102-IX and progressively extended. The 
overlay impacts the operational conditions under which CCCH performs its participation in UNICA 
and is addressed in Part 4. 
1.3 The three branches of the UNICA data flow at CCCH 
The participation of CCCH involves three distinct processing activities, which differ as to whether 
and how personal data cross the border between Ukraine and the European Union. 
1.3.1 Branch A - FAIRification by DATRIX, POLIMI, UPV 
CCCH, as controller of the patient datasets under both Ukrainian law and (for the 
European-side recipients) the GDPR, makes the data available to the technical providers 
DATRIX (Italy), POLIMI (Italy) and UPV (Spain) for the FAIRification step. The data leaves 
Ukrainian territory and reaches the European Union. This leg is therefore a cross-border transfer 
from Ukraine to the European Union, governed on the export side by Ukrainian law and on the 
import side by the GDPR. The contractual instrument is described in Part 3 and Annex A. 
1.3.2 Branch B - Federated AI pilot training 
During the federated training, the patient datasets remain on the premises of CCCH in 
Ivano-Frankivsk. The federated learning architecture exchanges only model parameters or 
aggregate updates with the federation. Identifiable patient data does not leave Ukrainian territory. 
This leg therefore does not constitute a cross-border transfer of identifiable personal data, but the 
model parameters may carry residual identifiability risk (membership inference) which is mitigated 
by the safeguards described in Part 3.4. 
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1.3.3 Branch C - EUCAIM Central Hub sharing 
Where pseudonymised or anonymised datasets are shared, with the consent of the patient or under 
an alternative lawful basis, with the EUCAIM Central Hub at HULAFE in Valencia (Spain), the 
data crosses the border from Ukraine to Spain. The contractual instrument on the European side is 
the EUCAIM Data Transfer Agreement framework. The export from Ukraine is governed by the 
same regime as Branch A (Part 3 and Annex A) and shall additionally satisfy the conditions of 
pseudonymisation or anonymisation set out in EUCAIM D5.4. 
1.4 Relationship with other UNICA instruments 
This Annex is intended to be read together with the following instruments, with which it forms a 
coherent set. 

●​ DPA UNICA - bilateral processor agreement between CCCH and DATRIX/POLIMI/UPV. 
This Annex supplements the DPA UNICA  with the Ukrainian-law specific clauses needed 
for Branch A and Branch C. 

●​ JCA UNICA - joint controller agreement among DATRIX, POLIMI and UPV for the 
dashboard. This Annex does not modify the JCA UNICA. 

●​ Onboarding Pack  - in particular Section 7.3 on the CCCH micro-section and the 
cross-reference to this Annex. 

●​ GDPR Compliance Onboarding Protocol - the protocol applies to CCCH with the 
modifications introduced by this Annex on the points of cross-border transfer and martial 
law. 

●​ IT Security Guidelines   - in particular Part 4.2 on the Ukrainian regime and Part 5 on 
audit. 

●​ Ethics Committee Submission Pack   - in particular Section 3.9 on the CCCH-specific 
addendum. 

●​ Patient Consent Form Review   - in particular Section 5.4 on the Ukrainian regime. 

GA EU4Health 101218966  |  Page 5 of 22  |  Prepared by SAPG 



UNICA 
Ukrainian Annex CCCH -   

 
Part 2. The Ukrainian legal framework  
This Part describes, at a framework level, the Ukrainian legal sources relevant to the participation of 
CCCH in UNICA. Each statement is logged in Annex E and shall be verified by the qualified 
Ukrainian legal counsel of CCCH before reliance. SAPG does not warrant the description below; 
the description is included as a starting point for the verification work. 
2.1 Constitutional and civil-code basis 
Article 32 of the Constitution of Ukraine of 28 June 1996 protects the right to private life and 
prohibits the collection, storage, use and dissemination of personal data without the person's 
consent, save for the cases established by law. [VERIFY UA COUNSEL] 
The Civil Code of Ukraine recognises personal non-property rights, including the protection of 
privacy and of personal data, and establishes the corresponding civil remedies. [VERIFY UA 
COUNSEL] 
2.2 Law 2297-VI on the Protection of Personal Data 
The Law of Ukraine n. 2297-VI of 1 June 2010 on the Protection of Personal Data, as amended and 
as currently in force, is the primary instrument of Ukrainian personal-data law. It defines personal 
data, controller, processor, processing, sensitive data and the conditions of lawfulness, in a structure 
that broadly tracks the architecture of Directive 95/46/EC and that has been amended in 2018 and 
following years to align with international standards, including the modernised Council of Europe 
Convention 108(+). [VERIFY UA COUNSEL] 
Article 29 of Law n. 2297-VI governs the cross-border transfer of personal data. Subject to 
verification of the version currently in force, the article allows transfers to states with an adequate 
level of protection (presumed for states that have adhered to Convention 108(+)) and, in the absence 
of adequacy, transfers based on the consent of the data subject, on the performance of a contract, on 
the protection of vital interests, on legitimate processes or on contractual safeguards or other 
appropriate measures recognised by the Commissioner. [VERIFY UA COUNSEL] 
The supervisory authority for personal data protection in Ukraine is the Verkhovna Rada 
Commissioner for Human Rights (Ombudsperson). The Commissioner monitors the application of 
Law n. 2297-VI, examines complaints from data subjects and may issue guidance and decisions 
concerning cross-border transfers. [VERIFY UA COUNSEL] 
2.3 Healthcare-specific legislation 
The Fundamentals of the Ukrainian Healthcare Legislation n. 2801-XII of 19 November 1992, as 
amended, regulate the medical secrecy and the confidentiality of patient information. Personal 
health data are processed by healthcare providers in accordance with these Fundamentals and the 
implementing orders of the Ministry of Health of Ukraine. [VERIFY UA COUNSEL] 
The orders of the Ministry of Health of Ukraine on medical documentation set out the formats and 
the conditions for the keeping and the disclosure of patient records, including for research purposes. 
The conditions for the use of patient data for research without specific consent depend on the 
interplay between the Fundamentals, the orders of the Ministry of Health and Law n. 2297-VI; the 
verification with CCCH counsel shall clarify which lawful basis under Ukrainian law is invoked for 
each branch of the UNICA data flow. [VERIFY UA COUNSEL] 
2.4 Convention 108(+) and EU candidate status 
Ukraine has ratified the Council of Europe Convention for the Protection of Individuals with regard 
to Automatic Processing of Personal Data (Convention 108) and the modernised Convention 
108(+). Ukraine has held EU candidate status since June 2022 and accession negotiations have been 
opened in June 2024. None of these instruments equates to an adequacy decision under article 45 
GDPR; the formal status of Ukraine for the purposes of the GDPR remains that of a third country 
without an adequacy decision. [VERIFY UA COUNSEL] 
2.5 Sources used and verification status 
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The full list of Ukrainian-law statements made in this Annex, with their location and proposed 
verification source, is provided in Annex E (Verification log). The qualified Ukrainian legal counsel 
of CCCH shall confirm or amend each statement and sign Annex B (Confirmation Letter) before 
this Annex becomes operationally effective. 
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Part 3. The cross-border transfer pathway from Ukraine to the European Union 
3.1 The asymmetry of GDPR Chapter V 
Articles 44 to 49 of Regulation (EU) 2016/679 (GDPR) govern the transfer of personal data from 
controllers and processors subject to the GDPR to recipients in third countries. They do not govern, 
in their literal scope, the transfer from a third country to a controller or processor in the European 
Union; in such cases the GDPR applies to the European-side recipient as soon as the data is 
processed in the European Union, by virtue of articles 2 and 3 GDPR, but the European-side 
recipient does not need to invoke an article 46 transfer mechanism for the receipt of the data. EDPB 
Guidelines 05/2021 on the interplay between article 3 and Chapter V provide the operative 
interpretation. 
From a UNICA perspective, the asymmetry has two practical consequences. First, the 
European-side recipients (DATRIX, POLIMI, UPV in Italy and Spain) shall process the data 
received from CCCH in compliance with the GDPR, with the bilateral DPA UNICA  as the relevant 
processor agreement under article 28 GDPR. Second, the lawfulness of the export from the 
Ukrainian side does not derive from Chapter V GDPR but from Ukrainian law (Part 2 above, in 
particular article 29 of Law n. 2297-VI as currently in force). 
3.2 Recommended pathway 
The recommended pathway combines four layers, each of which addresses a distinct legal need. 

●​ Layer 1 - Bilateral DPA UNICA: this is the processor agreement signed between CCCH 
(controller) and DATRIX/POLIMI/UPV (processors) for the FAIRification step. The DPA 
UNICA  already contains the obligations required by article 28(3) GDPR and is the primary 
contractual document for Branch A. 

●​ Layer 2 - Adapted SCC Module 1 contractual clauses CCCH-DATRIX: where one or more 
of the European-side recipients receive the data not as processors but as autonomous 
controllers (e.g., for analytical or evaluation purposes that go beyond pure processor 
activities, or for the EUCAIM Central Hub side), additional Controller-to-Controller clauses 
are added. These clauses are based on Module 1 of the Standard Contractual Clauses set out 
in Decision (EU) 2021/914, adapted by analogy to the Ukraine-to-EU direction with an 
explanatory recital that clarifies the inversion. The template is set out in Annex A. The 
pathway is a practitioner adaptation; its formal adequacy is not warranted by SAPG and 
shall be confirmed by CCCH counsel together with the operational details of Annex B. 

●​ Layer 3 - Operational mirroring of GDPR safeguards on the Ukrainian side: CCCH 
undertakes, by signing this Annex, to apply on its premises and during the preparation and 
the transmission of the data the safeguards set out in articles 5, 6, 9, 13-14, 24, 25, 28 
(passively as controller), 32, 33, 34 and 89 GDPR, in addition to the provisions of Ukrainian 
law described in Part 2. The mirroring is operational rather than legal: CCCH does not 
become subject to the GDPR by signing this Annex, but undertakes contractually to apply 
equivalent technical and organisational measures. 

●​ Layer 4 - Confirmation Letter from CCCH legal counsel (Annex B): the qualified Ukrainian 
legal counsel of CCCH attests in writing the lawfulness, under Ukrainian law as currently in 
force, of the export of the categories of personal data described in this Annex to the 
European Union and of the contractual mechanism described in Layer 2. The Confirmation 
Letter is the operative condition for the effectiveness of this Annex and shall be renewed in 
case of material change of Ukrainian law or of the martial-law regime. 

3.3 Personal-data scope assessment per branch 
The table below sets out, for each branch of the UNICA data flow, the qualification of the 
categories of data, the cross-border nature of the activity, the contractual instrument and the lawful 
basis sought. 
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Branch Categories of data Cross-border Contractual 
instrument Lawful basis 

Branch A 
FAIRification 

Pseudonymised 
imaging data and 
selected clinical 
data 

Yes (UA -> 
IT/IT/ES) 

DPA UNICA  + 
Annex A SCC 
Module 1 by 
analogy 

EU side: art. 6(1)(a) 
and 9(2)(a) GDPR 
(consent) or art. 
9(2)(j) GDPR 
(research). UA side: 
art. 11 and 29 of 
Law 2297-VI as 
currently in force 

Branch B 
Federated AI 
training 

Patient data stays at 
CCCH; only model 
parameters are 
exchanged 

No 
identifiable 
transfer; 
model 
parameters 
cross 

DPA UNICA  + 
IT Security 
Guidelines (Part 3 
AI-specific) 

Same as Branch A 
on the underlying 
processing at 
CCCH; no separate 
cross-border lawful 
basis required 

Branch C 
EUCAIM 
Central Hub 

Pseudonymised or 
anonymised datasets 

Yes (UA -> 
ES) 

EUCAIM Data 
Transfer 
Agreement and 
Data Sharing 
Agreement on the 
EU side; Annex A 
SCC Module 1 by 
analogy on the 
UA-EU export 
side 

EU side: as Branch 
A, plus EUCAIM 
Terms and 
Conditions for 
users. UA side: as 
Branch A 

3.4 Federated AI training and model-parameter risk 
In Branch B, the patient datasets remain on the premises of CCCH. Only model parameters or 
aggregate updates leave the local node. The risk that model parameters carry residual identifiability 
of the underlying training data, known as membership inference risk, is addressed by the IT 
Security Guidelines   in Part 3 (AI-specific measures). For the purposes of Ukrainian law, the 
qualification of model parameters as personal data of the patients on whose data they were trained 
shall be confirmed by CCCH counsel; in case of doubt, the precautionary qualification is to treat 
them as personal data and to apply the same safeguards as for Branch A. 
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Part 4. The martial-law overlay 
4.1 Operational impact on data processing 
Martial law has been in force in Ukraine since the Decree of the President of Ukraine n. 64/2022 of 
24 February 2022, ratified by the Verkhovna Rada through Law n. 2102-IX and progressively 
extended. Within the boundaries set by the Constitution of Ukraine and by Convention 108(+), 
martial law may impact the operational conditions of data processing in three ways: (i) by 
introducing temporary restrictions on certain civil rights, including the right to private life, where 
strictly necessary for the defence and security of the State; (ii) by enabling specific powers of the 
security and defence authorities, including in matters of access to information; (iii) by introducing 
operational constraints on personnel, infrastructure and communications. The exact scope of these 
impacts is to be verified by CCCH counsel and shall be reflected in the Confirmation Letter of 
Annex B. 
4.2 Cybersecurity considerations 
Ukrainian healthcare entities have been the target of cyberattacks of state-affiliated origin in 
connection with the conflict. The IT Security Guidelines   apply at CCCH with the following 
specific reinforcements: (i) heightened threat intelligence sharing with the Coordinator and 
POLIMI; (ii) periodic adversarial testing aligned to the threat actors active in the Ukrainian theatre; 
(iii) reinforced incident response capability with a 24-hour notification to SAPG and DATRIX in 
case of suspected intrusion; (iv) compliance with relevant guidance from the State Seice of Special 
Communications and Information Protection of Ukraine (SSSCIP) where applicable to healthcare 
entities. 
4.3 Personnel security under conscription and displacement 
Under martial law, personnel may be subject to mobilisation, displacement or seice in the armed 
forces. CCCH shall ensure that key roles for the participation in UNICA (IT Lead, DPO, Principal 
Investigator, breach point of contact) have at least one designated alternate, that succession plans 
are documented and that critical operational information is not held by a single person. The list of 
designated and alternate personnel is recorded in section 5.3. 
4.4 Audit and supeisory access during martial law 
Audits and supeisory visits are organised in compliance with martial-law operational constraints. 
SAPG and DATRIX may conduct remote audits where physical access is not feasible, on the basis 
of documentation, video walk-throughs and screen sharing. Where personal access is needed, the 
audit is rescheduled to a window of operational stability. The audit clause of the DPA UNICA  is 
interpreted accordingly. 
4.5 Force majeure 
Active hostilities, infrastructure destruction, mass displacement of personnel and emergency 
requisitions constitute force majeure events under the bilateral framework. Where a force majeure 
event prevents CCCH from performing one or more obligations under the participation in UNICA, 
CCCH shall notify the Coordinator without undue delay and shall describe the expected duration 
and the proposed mitigation. The Coordinator shall consult with SAPG, POLIMI and UPV on the 
operational consequences and may propose a temporary suspension of the activities concerned, 
without prejudice to the Grant Agreement obligations. 
4.6 Communication channels under disrupted conditions 
CCCH shall maintain at least two independent communication channels with the Coordinator: the 
standard email channel via the institutional address of the operational contact and a fallback channel 
based on a different infrastructure (for example, a secure messaging seice or a satellite-based seice). 
The fallback channel shall be tested at least once per quarter. The channels and the test schedule are 
recorded in section 5.3. 
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Part 5. CCCH-specific arrangements and operational checklist 
5.1 CCCH legal counsel Confirmation Letter 
The qualified Ukrainian legal counsel of CCCH shall sign the Confirmation Letter of Annex B 
before this Annex becomes operationally effective. The Confirmation Letter attests, under the 
responsibility of the signatory, the lawfulness under Ukrainian law as currently in force of (i) the 
categories of data described in Part 1.3 and Part 3.3, (ii) the export of these categories from Ukraine 
to the European Union for the purposes set out in this Annex, (iii) the contractual mechanism 
described in Part 3.2 (in particular Annex A SCC Module 1 by analogy), (iv) the safeguards 
described in Part 3 and Part 4 and (v) the compatibility of the participation in UNICA with the 
martial-law regime as currently in force. The Confirmation Letter shall be renewed in case of 
material change of Ukrainian law or of the martial-law regime. 
5.2 DATRIX confirmation of the EU-side measures 
DATRIX, as Coordinator of UNICA, confirms by countersigning this Annex (cover and section 5.5 
below) that the European-side recipients of the data (DATRIX, POLIMI, UPV in Italy and Spain) 
apply the GDPR and the technical and organisational measures set out in the IT Security Guidelines  
. SAPG, as legal counsel of the Coordinator, supports the application of the framework on the 
European side and is the point of escalation for any legal issue concerning this Annex. 
5.3 Designated personnel and channels 

Role Designated person Alternate 

Principal Investigator [insert] [insert] 

DPO [insert] [insert] 

IT Lead [insert] [insert] 

Breach point of contact 
(24h notification) [insert] [insert] 

Legal counsel for the 
Confirmation Letter 

[insert name and bar 
registration] [insert] 

Primary communication 
channel [insert email and tested seice] [insert] 

Fallback communication 
channel 

[insert independent 
infrastructure] [insert] 

5.4 Cross-references 

Cross-reference: This Annex is read together with: DataHolderOnboardingPack Section 7.3; 
GDPRComplianceOnboardingProtocol (general application with the modifications of this 
Annex); ITSecurityGuidelines Part 4.2; PatientConsentFormReview Section 5.4; 
EthicsCommitteeSubmission Section 3.9; CA UNICA  DPA. 

5.5 Signatures 
This Annex is signed by the legal representative of CCCH and countersigned by the Coordinator 
(DATRIX S.p.A.). The signature of the Confirmation Letter of Annex B by the qualified Ukrainian 
legal counsel of CCCH is the operative condition for the effectiveness of this Annex; without that 
signature, the Annex remains a working draft. 
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For CCCH (Holder) For DATRIX (Coordinator) 

Name: [insert legal representative] 
Role: [insert] 
Date: [DD/MM/YYYY] 
Signature: [hand-written or qualified 
electronic] 

Name: Fabrizio Milano d'Aragona 
Role: Chief Executive Officer 
Date: [DD/MM/YYYY] 
Signature: [hand-written or qualified 
electronic] 
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Annex A. Adapted SCC Module 1 contractual clauses CCCH-DATRIX (template) 

Important - SCC by analogy 
This Annex A reproduces, in adapted form, the structure of Module 1 (Controller-to-Controller) 
of the Standard Contractual Clauses set out in Decision (EU) 2021/914. The Decision was 
adopted under article 46 GDPR for transfers from EU controllers and processors to controllers 
and processors in third countries. Its application to the inverse direction (Ukraine to the 
European Union) is by analogy and is supported by an explanatory recital. The adaptation is the 
practitioner approach; its formal adequacy under Ukrainian law shall be verified by CCCH 
counsel before signature. 

A.0 Explanatory recital 
(1) The Parties have signed the bilateral Data Processing Agreement ("DPA UNICA"), which 
governs the processor relationship between CCCH (controller) and DATRIX/POLIMI/UPV 
(processors) for the FAIRification step of the UNICA project. (2) Where one or more of the 
European-side recipients receive the data not as processors but as autonomous controllers (in 
particular for the EUCAIM Central Hub side), the Parties have agreed to supplement the DPA 
UNICA with the present clauses, modelled on Module 1 of the Standard Contractual Clauses set out 
in Decision (EU) 2021/914 ("SCC"). (3) The SCC were adopted for transfers from EU controllers to 
controllers in third countries; the application of their content to the present transfer from Ukraine to 
the European Union is by analogy. (4) The Parties have considered the asymmetry of GDPR 
Chapter V and have determined that the analogical adaptation provides equivalent contractual 
safeguards, supported on the export side by the lawfulness statement of the Confirmation Letter of 
Annex B. (5) The Parties may amend these clauses upon any update of the SCC by the European 
Commission or upon a material change of Ukrainian law confirmed by CCCH counsel. 
A.1 Definitions 
The definitions of the SCC apply with the following adaptations: "data exporter" means CCCH; 
"data importer" means each European-side recipient that receives the data as an autonomous 
controller; "third country" means, by analogy, Ukraine for the export side, with the understanding 
that the analytical structure of the SCC is preseed. 
A.2 Purposes of the transfer 
The transfer is performed for the purposes set out in the DPA UNICA  and in this Annex (Part 1.3). 
Any other use is prohibited. 
A.3 Categories of data and categories of data subjects 
The categories of data and the categories of data subjects are those set out in the DPA UNICA  and 
in Part 3.3 of this Annex. 
A.4 Obligations of the data exporter 
CCCH undertakes to (i) process the personal data in accordance with the safeguards set out in Part 
3.2, Layer 3, (ii) inform data subjects in line with article 13-14 GDPR by analogy, (iii) maintain the 
technical and organisational measures set out in the IT Security Guidelines   at the standard required 
by the European-side recipient and (iv) cooperate with the European-side recipient on data subject 
requests, breach response and audit. 
A.5 Obligations of the data importer 
The European-side recipient undertakes to (i) process the personal data in accordance with the 
GDPR, (ii) provide assistance to CCCH on data subject requests, breach response and audit and (iii) 
inform CCCH of any onward transfer to a sub-controller or sub-processor. 
A.6 Local laws and government access requests 
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The Parties have considered the laws of Ukraine and of the European Union of relevance for the 
transfer. The European-side recipient is subject to the GDPR and to the national law of its Member 
State. CCCH is subject to Ukrainian law as currently in force, including the martial-law overlay 
described in Part 4. The Parties shall promptly inform each other of any government access request 
relating to the personal data covered by these clauses, save where prohibited by mandatory law. 
A.7 Liability and indemnification 
The Parties are jointly and severally liable to data subjects for damages caused by a breach of these 
clauses, in accordance with article 82 GDPR by analogy. The internal allocation of liability between 
the Parties shall be set out in the DPA UNICA  or, in case of gap, in a separate amendment to this 
Annex. 
A.8 Supeisory authority 
The supeisory authority for the European-side recipient is the supeisory authority of the Member 
State of establishment. The supeisory authority for CCCH is the Verkhovna Rada Commissioner for 
Human Rights (Ombudsperson) or any successor authority designated under Ukrainian law. 
A.9 Termination 
Either Party may terminate these clauses upon a material breach by the other Party that is not cured 
within thirty (30) days, or upon a change of Ukrainian law that the CCCH legal counsel attests as 
making the continued performance unlawful, or upon a change of European Union law that the 
European-side recipient attests as making the continued performance unlawful. Upon termination, 
the data shall be returned to CCCH or, at CCCH's election, deleted, in line with article 28(3)(g) 
GDPR by analogy. 
A.10 Governing law and jurisdiction 
These clauses are governed by Belgian law (excluding conflict-of-law rules), with exclusive 
jurisdiction of the courts of Brussels, in line with the UNICA Consortium Agreement Sections 11.8 
and 11.9. The choice does not displace the mandatory provisions of Ukrainian law and of the law of 
the Member State of establishment of the European-side recipient. 
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Annex B. Confirmation Letter template (CCCH legal counsel sign-off) 

Important - Operational condition 
The signature of this Confirmation Letter by the qualified Ukrainian legal counsel of CCCH is 
the operative condition for the effectiveness of this Annex. Without the Confirmation Letter, this 
Annex remains a working draft. 

  
[CCCH letterhead, or letterhead of the law firm representing CCCH] 
[Date] 
To: DATRIX S.p.A. (Coordinator of UNICA), Foro Buonaparte 71, 20121 Milano, Italy 
Cc: SAPG (Legal Counsel of the Coordinator) 
Subject: Confirmation Letter on the lawfulness, under Ukrainian law as currently in force, of the 
participation of CCCH in the UNICA project 
Dear Sirs, 
In my capacity as qualified Ukrainian legal counsel of the Utility Non-Profit Enterprise 
Ivano-Frankivsk Central City Clinical Hospital (CCCH), partner n. 15 of the UNICA Consortium, I 
have reviewed the document UkrainianAnnex_CCCH.docx (the "Annex"), the bilateral Data 
Processing Agreement laid out in the context of UNICA Consortium Agreement (the "DPA 
UNICA") and the related operational documentation. 
Based on Ukrainian law as currently in force, including the Law of Ukraine n. 2297-VI of 1 June 
2010 on the Protection of Personal Data, the Fundamentals of the Ukrainian Healthcare Legislation 
n. 2801-XII, the relevant orders of the Ministry of Health of Ukraine and the martial-law regime 
introduced by the Decree of the President of Ukraine n. 64/2022 of 24 February 2022 (as ratified by 
Law n. 2102-IX and progressively extended), I confirm the following. 
First, the categories of personal data described in Part 1.3 and Part 3.3 of the Annex may be 
processed by CCCH for the purposes of UNICA on the basis of [insert lawful basis under Ukrainian 
law: consent / vital interests / scientific research with safeguards / other], subject to the safeguards 
described therein. 
Second, the transfer of these categories of personal data from Ukraine to the European Union for 
the purposes of Branch A (FAIRification) and Branch C (EUCAIM Central Hub) is lawful under 
Article 29 of Law n. 2297-VI as currently in force, on the basis of [insert mechanism: contractual 
safeguards under article 29(3) and (4) / consent of the data subject / vital interests / other], with the 
safeguards set out in Annex A of the Annex (Adapted SCC Module 1 by analogy) and in the DPA 
UNICA . 
Third, the federated AI training described in Branch B of the Annex does not involve a cross-border 
transfer of identifiable personal data and is therefore not subject to Article 29 of Law n. 2297-VI, 
save for the residual identifiability risk addressed in Part 3.4 of the Annex; the safeguards set out in 
the IT Security Guidelines   are adequate to mitigate that risk under Ukrainian law. 
Fourth, the participation of CCCH in UNICA, as described in the Annex and in the related 
instruments, is compatible with the martial-law regime as currently in force, subject to the 
operational arrangements of Part 4 and Annex C of the Annex. 
Fifth, I undertake to inform the Coordinator and SAPG without undue delay of any material change 
of Ukrainian law or of the martial-law regime that would affect the conclusions above, and to issue 
an updated Confirmation Letter where appropriate. 
This Confirmation Letter is given in good faith and within the limits of the documents reviewed and 
of Ukrainian law as currently in force at the date below. It is given personally and on the 
responsibility of the signatory, and not on behalf of any third party. 
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Yours sincerely, 
  

Name and surname [insert] 

Bar registration / professional 
title [insert] 

Affiliation [insert law firm or in-house function] 

Address [insert] 

Date of issuance [DD/MM/YYYY] 

Signature [hand-written or qualified electronic signature] 

Stamp / seal [where applicable under local practice] 
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Annex C. Operational checklist for martial-law contingencies 
This checklist supports the day-to-day implementation of Part 4. It is not a closed list of obligations 
but a living tool to be updated by CCCH, in coordination with the Coordinator and SAPG, in light 
of the evolution of the martial-law regime. 
C.1 Cybersecurity 

   

Threat intelligence sharing with the Coordinator and 
POLIMI is active [ ] IT Lead 

Adversarial testing aligned to threat actors active in the 
Ukrainian theatre is performed at least annually [ ] IT Lead + 

POLIMI 

Incident response with 24-hour notification to SAPG and 
DATRIX is documented and tested [ ] Breach POC 

Compliance with SSSCIP guidance applicable to 
healthcare entities is documented [ ] IT Lead 

Endpoint protection and email threat protection are in 
place and updated [ ] IT Lead 

Backups are stored offsite or off-cloud, encrypted, and 
the restore is tested at least annually [ ] IT Lead 

C.2 Personnel security 

   

Each key role has at least one designated alternate 
(recorded in section 5.3) [ ] PI / DPO 

Succession plans for key roles are documented and 
shared with the Coordinator [ ] DPO 

Critical operational information is not held by a single 
person [ ] IT Lead 

Personnel are informed of confidentiality and security 
obligations and have signed NDAs [ ] DPO 

Mobilisation impact on key roles is monitored and 
reported [ ] PI 

C.3 Audit and supeisory access 

   

Remote audit capability (documentation, walk-through 
video, screen sharing) is available [ ] IT Lead + DPO 

Standby for in-person audit during stable operational 
windows is documented [ ] DPO 
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Communication with the Verkhovna Rada Commissioner 
for Human Rights is open [ ] DPO 

C.4 Force majeure and continuity 

   

Force majeure notification procedure to the Coordinator 
is documented [ ] PI 

Primary and fallback communication channels are tested 
at least quarterly [ ] IT Lead 

Backup site or off-territory continuity plan is documented 
(where feasible) [ ] IT Lead + DPO 

Coordination with the Coordinator on a temporary 
suspension of activities is foreseen [ ] PI + DPO 
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Annex D. Glossary 
Definitions are aligned to the GDPR, to the Council of Europe Convention 108(+), to the Law of 
Ukraine n. 2297-VI (subject to verification by CCCH counsel) and to the EUCAIM deliverables. 

CCCH 

Utility Non-Profit Enterprise Ivano-Frankivsk Central City Clinical 
Hospital, partner n. 15 of the UNICA Consortium, PIC 888304176, 
registered office at 114 Hetman Mazepy Street, Ivano-Frankivsk 
76025, Ukraine. 

Adequate level of 
protection 

Recognition under Ukrainian Law n. 2297-VI as currently in force, 
that a destination state offers a level of personal data protection 
equivalent to that of Ukraine. Subject to verification by CCCH 
counsel as to the current operational interpretation. 

Article 29 of Law 2297-VI 
Provision of Ukrainian law on cross-border transfer of personal 
data. The exact text and operational interpretation as currently in 
force shall be confirmed by CCCH counsel. 

Verkhovna Rada 
Commissioner for Human 
Rights (Ombudsperson) 

Supervisory authority for personal data protection in Ukraine. 
Subject to the operational impact of the martial-law regime. 

Martial-law regime 
Set of legal provisions in force in Ukraine since the Decree of the 
President of Ukraine n. 64/2022 of 24 February 2022, ratified by 
Law n. 2102-IX and progressively extended. 

Adapted SCC Module 1 by 
analogy 

Adaptation of the structure of Module 1 (Controller-to-Controller) 
of the Standard Contractual Clauses set out in Decision (EU) 
2021/914 to the Ukraine-to-EU direction, as detailed in Annex A. 

Confirmation Letter 
(Annex B) 

Letter signed by the qualified Ukrainian legal counsel of CCCH 
attesting the lawfulness under Ukrainian law as currently in force 
of the participation of CCCH in UNICA. Operative condition of 
effectiveness for this Annex. 

Convention 108(+) 
Council of Europe Convention for the Protection of Individuals 
with regard to Automatic Processing of Personal Data, modernised 
in 2018, ratified by Ukraine. 

Force majeure 

Event of an exceptional and unforeseeable nature that prevents the 
performance of the obligations of a party. In the context of this 
Annex, includes active hostilities, infrastructure destruction, mass 
displacement and emergency requisitions. 
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Annex E. Verification log of Ukrainian-law citations 
This log lists each statement of Ukrainian law made in this Annex, with its location and the 
proposed verification source. Each statement bears the marker [VERIFY UA COUNSEL] in the 
body of the document. The qualified Ukrainian legal counsel of CCCH shall confirm or amend each 
statement before signing the Confirmation Letter of Annex B. 
  

Location Statement summary Proposed verification source 

Part 2.1 Constitutional protection of privacy under article 32 
Constitution of Ukraine (1996). 

Constitution of Ukraine, 
official text on Verkhovna 
Rada portal 
(zakon.rada.gov.ua). 

Part 2.1 Civil Code recognition of personal non-property 
rights including privacy. 

Civil Code of Ukraine, 
relevant articles on personal 
non-property rights. 

Part 2.2 
Law n. 2297-VI of 1 June 2010 is the primary 
instrument of Ukrainian personal-data law, amended 
in 2018 and following. 

Verkhovna Rada portal; 
English unofficial 
translations available via 
legal databases. 

Part 2.2 
Article 29 governs cross-border transfer with 
adequate-level recognition, consent, contractual 
safeguards, etc. 

Verkhovna Rada portal; 
consult CCCH counsel for 
operative interpretation under 
martial law. 

Part 2.2 The supeisory authority is the Verkhovna Rada 
Commissioner for Human Rights. 

Constitutional and statutory 
basis; ombudsman.gov.ua. 

Part 2.3 Fundamentals of the Ukrainian Healthcare 
Legislation n. 2801-XII regulate medical secrecy. 

Verkhovna Rada portal; 
Ministry of Health website. 

Part 2.3 
Orders of the Ministry of Health on medical 
documentation set the conditions for record keeping 
and disclosure. 

Ministry of Health of 
Ukraine portal. 

Part 2.4 Ratification of Convention 108(+) and EU candidate 
status (2022) and accession negotiations (2024). 

Council of Europe Treaty 
Office; European Council 
conclusions; verifiable via 
official EU and CoE sources. 

Part 4.1 
Martial law in force since Decree n. 64/2022 of 24 
February 2022, ratified by Law n. 2102-IX and 
progressively extended. 

Verkhovna Rada portal; 
Decree of the President; 
subsequent extension laws. 

Part 4.2 Compliance with SSSCIP guidance for healthcare 
entities where applicable. 

SSSCIP portal (cip.gov.ua) 
and applicable secondary 
guidance. 
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Part 5.1 The Confirmation Letter is the operative condition 
for the effectiveness of this Annex. 

Internal SAPG/DATRIX 
policy; formalised by Annex 
B. 
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Annex F. Version control and change log 

Version Date Author Change 

1.0 () May 2026 SAPG 

First issue. Framework + checklist + 
Ukrainian counsel sign-off architecture. 
Adapted SCC Module 1 by analogy in Annex 
A. Confirmation Letter template in Annex B 
(operative condition for effectiveness). 
Dedicated martial-law overlay in Part 4 with 
operational checklist in Annex C. Verification 
log in Annex E. Status in master index: Ready 
( ) - effective upon CCCH counsel sign-off of 
Annex B. 

[Future] 
[upon CCCH 
counsel 
sign-off] 

CCCH 
counsel + 
SAPG 

Operational effectiveness triggered by the 
signature of Annex B. The Annex moves from 
Ready to Operational in the master index. 

[Future] 
[upon material 
change of UA 
law] 

CCCH 
counsel + 
SAPG 

Renewal of the Confirmation Letter and 
update of the verification log in case of 
material change of Ukrainian law or of the 
martial-law regime. 
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