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BETWEEN 

[●], a [legal form] established in [registered office address], [country], registered with 
[register/number], VAT no. [●], PIC [●], duly represented for the purposes of this Agreement 
by [name and capacity], 
hereinafter referred to as the "Controller" 
AND 
[●], a [legal form] established in [registered office address], [country], registered with 
[register/number], VAT no. [●], PIC [●], duly represented for the purposes of this Agreement 
by [name and capacity], 
hereinafter referred to as the "Processor" 
 

The Controller and the Processor are hereinafter referred to individually as a "Party" and 
collectively as the "Parties". 
 

RECITALS 

(A) The Parties are members of the consortium implementing the project "Unified Network 
for International Cancer Advancement" (UNICA), co-funded by the European Union under 
the EU4Health Programme 2021–2027, Grant Agreement No. [●] (the "Grant Agreement" or 
"GA"). 
(B) On [●] the Parties signed the UNICA Consortium Agreement (the "Consortium 
Agreement" or "CA"), Section 4.4 of which provides that the Parties shall, where necessary, 
conclude a separate data processing, data sharing and/or joint controllership agreement. 
(C) In the framework of UNICA, the Controller acts as the entity that, alone or jointly with 
others, determines the purposes and means of the processing of Personal Data described in 
Annex 1, while the Processor acts on the documented instructions of the Controller for the 
performance of the tasks set out in the Consortium Plan and described in Annex 1. 
(D) Where the datasets processed under this Agreement are subsequently transferred to, or 
made accessible through, the European Federation for Cancer Images infrastructure 
("EUCAIM", Grant Agreement No. 101100633), the relationship between the Controller and 
EUCAIM is regulated by the EUCAIM Data Transfer Agreement and/or Data Sharing 
Agreement and the related Terms and Conditions for Health Data Users; this DPA does not 
affect, replace or modify those instruments and exclusively governs the processing of 
Personal Data carried out by the Processor on behalf of the Controller within UNICA. 
(E) The Parties wish to comply with Article 28 of Regulation (EU) 2016/679 ("GDPR") and 
to set out in writing the rights and obligations applicable to the processing of Personal Data 
carried out by the Processor on behalf of the Controller. 
(F) The Parties acknowledge that, depending on the actual data flows and on the Processor's 
involvement in determining purposes and means, additional or different agreements 
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(including a Joint Controllership Agreement under Article 26 GDPR) may be required and 
shall, where applicable, be negotiated and signed separately. 
 

NOW, THEREFORE, in consideration of the mutual covenants set out herein, the Parties 
agree as follows: 

1. DEFINITIONS 

1.1 Capitalised terms used in this Agreement and not otherwise defined herein shall have the 
meaning ascribed to them in the GDPR, in the Consortium Agreement, in the Grant 
Agreement and, where applicable, in the Glossary annexed to the EUCAIM Data Transfer 
Agreement and Data Sharing Agreement. In particular: 

•​ "Personal Data", "Processing", "Data Subject", "Controller", "Processor", 
"Sub-processor", "Personal Data Breach", "Special Categories of Personal Data" and 
"Pseudonymisation" shall have the meanings given in Article 4 GDPR; 

•​ "Data Protection Laws" means the GDPR, Regulation (EU) 2018/1725 where 
applicable, Regulation (EU) 2025/327 establishing the European Health Data Space 
("EHDS Regulation"), Regulation (EU) 2024/1689 ("AI Act"), Regulation (EU) 
2022/868 ("Data Governance Act"), Regulation (EU) 2023/2854 ("Data Act") and any 
national law implementing or supplementing the foregoing that applies to a Party in 
respect of the processing covered by this Agreement; 

•​ "Annex" means an annex to this Agreement, which forms an integral and binding part 
hereof; 

•​ "Services" means the activities entrusted by the Controller to the Processor and 
described in Annex 1, as may be amended in writing from time to time; 

•​ "Sub-processor" means any entity engaged by the Processor to carry out specific 
processing activities on behalf of the Controller in the context of the Services. 

2. SUBJECT-MATTER, NATURE, PURPOSE AND DURATION OF THE 

PROCESSING 

2.1 The subject-matter, nature and purpose of the processing, the categories of Personal Data 
and Data Subjects, the duration and the geographical scope of the processing are set out in 
Annex 1 (Description of the Processing). 
2.2 The Processor shall process Personal Data only to the extent, and in such manner, as is 
necessary for the performance of the Services and exclusively on the documented instructions 
of the Controller, including with regard to transfers of Personal Data to a third country or to 
an international organisation, unless required to do so by Union or Member State law to 
which the Processor is subject; in such a case, the Processor shall inform the Controller of 
that legal requirement before processing, unless that law prohibits such information on 
important grounds of public interest. 
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2.3 The initial documented instructions of the Controller are set out in Annex 4 (Documented 
Instructions). Any further instruction shall be issued in writing (including by e-mail to the 
contact persons designated under Section 19) and shall become an integral part of this 
Agreement. 
2.4 The Processor shall immediately inform the Controller in writing if, in its opinion, an 
instruction infringes the Data Protection Laws. The Processor may suspend the execution of 
the instruction concerned until the Controller has confirmed or modified it in writing. 

3. OBLIGATIONS OF THE PROCESSOR 

3.1 In addition to the obligations set out elsewhere in this Agreement, the Processor shall: 
•​ (a) process Personal Data only on documented instructions from the Controller, in 

accordance with Section 2; 
•​ (b) ensure that persons authorised to process the Personal Data have committed 

themselves to confidentiality or are under an appropriate statutory obligation of 
confidentiality, and have received adequate training in data protection; 

•​ (c) implement and maintain the technical and organisational measures set out in 
Annex 2 in accordance with Article 32 GDPR; 

•​ (d) respect the conditions for engaging Sub-processors set out in Section 6; 
•​ (e) taking into account the nature of the processing, assist the Controller by 

appropriate technical and organisational measures, insofar as this is possible, for the 
fulfilment of the Controller's obligation to respond to requests for exercising the Data 
Subject's rights laid down in Chapter III GDPR (Section 8); 

•​ (f) assist the Controller in ensuring compliance with the obligations pursuant to 
Articles 32 to 36 GDPR, taking into account the nature of the processing and the 
information available to the Processor (Sections 5 and 9); 

•​ (g) at the choice of the Controller, delete or return to the Controller all the Personal 
Data after the end of the provision of the Services and delete existing copies, unless 
Union or Member State law requires storage of the Personal Data (Section 11); 

•​ (h) make available to the Controller all information necessary to demonstrate 
compliance with the obligations laid down in Article 28 GDPR and allow for and 
contribute to audits, including inspections, conducted by the Controller or another 
auditor mandated by the Controller (Section 10); 

•​ (i) maintain a record of all categories of processing activities carried out on behalf of 
the Controller, in accordance with Article 30(2) GDPR, and provide a copy thereof to 
the Controller upon written request; 

•​ (j) appoint a Data Protection Officer where required by Article 37 GDPR and 
communicate the contact details to the Controller. 

4. OBLIGATIONS OF THE CONTROLLER 

4.1 The Controller represents and warrants that the Personal Data made available to the 
Processor have been collected and may lawfully be processed in accordance with the Data 
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Protection Laws, including with regard to the existence of a valid legal basis under Articles 6 
and, where applicable, 9 GDPR, and to the fulfilment of the transparency obligations under 
Articles 13 and 14 GDPR. 
4.2 The Controller shall: 

•​ (a) provide the Processor with timely, complete and accurate documented instructions; 
•​ (b) supervise the processing carried out by the Processor and inform the Processor 

without undue delay of any modification to the legal or factual circumstances that 
may affect the processing; 

•​ (c) where required, carry out a Data Protection Impact Assessment under Article 35 
GDPR and, where applicable, consult the competent supervisory authority under 
Article 36 GDPR; the Processor shall provide reasonable assistance under Section 5; 

•​ (d) ensure that any onward transfer of the Personal Data to EUCAIM, or to any other 
third party, complies with the EUCAIM Data Transfer Agreement, the EUCAIM Data 
Sharing Agreement and the applicable Data Protection Laws. 

5. SECURITY OF THE PROCESSING 

5.1 The Processor shall implement appropriate technical and organisational measures to 
ensure a level of security appropriate to the risk, in accordance with Article 32 GDPR. Such 
measures are listed in Annex 2 (Technical and Organisational Measures) and shall, as a 
minimum, comply with the security requirements set out in Appendix II of the EUCAIM 
Data Transfer Agreement and Data Sharing Agreement and with Article 73 of the EHDS 
Regulation. 
5.2 The measures shall include, in particular: 

•​ (a) the pseudonymisation and, where appropriate, encryption of Personal Data at rest 
and in transit; 

•​ (b) the ability to ensure the ongoing confidentiality, integrity, availability and 
resilience of processing systems and services; 

•​ (c) the ability to restore the availability and access to Personal Data in a timely 
manner in the event of a physical or technical incident; 

•​ (d) a process for regularly testing, assessing and evaluating the effectiveness of the 
technical and organisational measures. 

5.3 In assessing the appropriate level of security, account shall be taken in particular of the 
risks that are presented by processing, in particular from accidental or unlawful destruction, 
loss, alteration, unauthorised disclosure of, or access to Personal Data transmitted, stored or 
otherwise processed. 
5.4 Any change to the measures listed in Annex 2 that may lower the level of security shall 
be subject to the Controller's prior written approval. 

6. SUB-PROCESSORS 
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6.1 The Processor shall not engage another processor ("Sub-processor") without prior specific 
or general written authorisation of the Controller. The list of Sub-processors authorised at the 
Effective Date is set out in Annex 3 (List of Approved Sub-processors). 
6.2 In case of general written authorisation, the Processor shall inform the Controller of any 
intended changes concerning the addition or replacement of Sub-processors at least thirty 
(30) calendar days in advance, thereby giving the Controller the opportunity to object to such 
changes. If the Controller objects on reasonable data-protection grounds, the Parties shall 
meet without undue delay to find an appropriate solution; failing such solution, the Controller 
may terminate the affected Services without penalty. 
6.3 Where the Processor engages a Sub-processor, the Processor shall enter into a written 
contract imposing on the Sub-processor the same data protection obligations as those set out 
in this Agreement, in particular providing sufficient guarantees to implement appropriate 
technical and organisational measures. 
6.4 The Processor shall remain fully liable to the Controller for the performance of the 
obligations of any Sub-processor. 
6.5 The subcontracting of hosting services shall be notified to the Controller at least two (2) 
months in advance, in line with Section 6.5 of the EUCAIM Data Transfer Agreement. 

7. INTERNATIONAL TRANSFERS 

7.1 The Processor shall not transfer, and shall not allow any Sub-processor to transfer, 
Personal Data to a country outside the European Economic Area or to an international 
organisation without the prior written consent of the Controller. 
7.2 Any such transfer authorised by the Controller shall comply with Chapter V GDPR. 
Where the transfer is based on Standard Contractual Clauses adopted by the European 
Commission, the Parties shall execute the relevant module of Commission Implementing 
Decision (EU) 2021/914 and implement supplementary measures where required by the 
assessment of the laws and practices of the country of destination. 
7.3 In any case, the secure processing environment in which the Personal Data is hosted 
under this Agreement shall be located in the territory of the European Union, in line with 
Section 6.1 of the EUCAIM Data Transfer Agreement. 

8. ASSISTANCE WITH DATA SUBJECT RIGHTS 

8.1 Taking into account the nature of the processing, the Processor shall assist the Controller, 
by appropriate technical and organisational measures, insofar as this is possible, in the 
fulfilment of the Controller's obligation to respond to requests by Data Subjects for exercising 
their rights under Articles 12 to 22 GDPR. 
8.2 The Processor shall, without undue delay and in any event within five (5) working days, 
notify the Controller in writing of any request received directly from a Data Subject and shall 
not respond to it unless authorised in writing by the Controller. 

9. PERSONAL DATA BREACH 
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9.1 The Processor shall notify the Controller of any Personal Data Breach without undue 
delay and in any event within twenty-four (24) hours after having become aware of it. 
9.2 The notification shall, at least, contain the information listed in Article 33(3) GDPR. 
Where it is not possible to provide all such information at the same time, the information may 
be provided in phases without undue further delay. 
9.3 The Processor shall cooperate with the Controller and provide all reasonable assistance to 
enable the Controller to comply with its notification obligations under Articles 33 and 34 
GDPR within the seventy-two (72) hour deadline, and to coordinate the response with the 
EUCAIM incident reporting procedure described in Appendix II of the EUCAIM Data 
Transfer Agreement. 
9.4 The Processor shall implement and maintain a Personal Data Breach response plan 
consistent with the foregoing and shall promptly take all reasonable steps to contain, mitigate 
and remediate the breach. 

10. AUDIT AND INSPECTIONS 

10.1 The Processor shall make available to the Controller all information necessary to 
demonstrate compliance with the obligations laid down in Article 28 GDPR and shall allow 
for and contribute to audits, including inspections, conducted by the Controller or another 
auditor mandated by the Controller, subject to a reasonable prior notice of at least thirty (30) 
calendar days, except where a shorter notice is justified by a Personal Data Breach or by an 
order of a competent authority. 
10.2 Audits shall be carried out during normal business hours, shall not unreasonably 
interfere with the Processor's business activities and shall comply with the security and 
confidentiality requirements of the Processor's premises. The auditor shall sign appropriate 
confidentiality undertakings. 
10.3 The Processor may satisfy the audit obligation by providing certifications issued by 
accredited bodies (e.g. ISO/IEC 27001, ISO/IEC 27701, SOC 2 Type II) or audit reports 
issued by independent auditors, where these adequately cover the scope of this Agreement 
and are accepted by the Controller. 
10.4 Each Party shall bear its own audit costs, save where the audit reveals a material breach 
attributable to the Processor, in which case the costs shall be borne by the Processor. 

11. RETURN OR DELETION OF PERSONAL DATA 

11.1 Upon termination or expiry of the Services or of this Agreement, and at the choice of the 
Controller expressed in writing, the Processor shall delete or return to the Controller all 
Personal Data and shall delete existing copies, unless Union or Member State law requires 
storage of the Personal Data. 
11.2 Where deletion or return is performed, the Processor shall provide the Controller with a 
written certificate of deletion or return within thirty (30) calendar days from the relevant 
request. 
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11.3 Until completion of the deletion or return, the Processor shall continue to ensure 
compliance with this Agreement in relation to such Personal Data. 

12. CONFIDENTIALITY 

12.1 The Processor shall treat all Personal Data as strictly confidential and shall ensure that 
any person authorised to process the Personal Data is bound by a written confidentiality 
obligation or by an appropriate statutory obligation of confidentiality. 
12.2 The confidentiality obligations set out in Section 10 of the Consortium Agreement shall 
apply mutatis mutandis to the Personal Data exchanged under this Agreement and shall 
survive the termination of this Agreement for as long as the information remains confidential. 

13. ANONYMISATION AND PSEUDONYMISATION 

13.1 Where the Services include the anonymisation or pseudonymisation of Personal Data, 
the Processor shall apply state-of-the-art techniques and shall comply with the methodologies 
adopted by the EUCAIM Project, including the use of irrevocable keys and, with regard to 
imaging data, the CTP Anonymizer profile and the EUCAIM HyperOntology. 
13.2 The Processor shall, prior to any release of the dataset, carry out a re-identification risk 
analysis and document its results. Where a residual risk of re-identification is identified, the 
Processor shall inform the Controller without undue delay and shall not release the dataset 
until appropriate mitigation measures have been implemented. 
13.3 The Processor shall not attempt, alone or in concert with any third party, to re-identify 
the Data Subjects to whom the Personal Data relate. 

14. ARTIFICIAL INTELLIGENCE 

14.1 Where the Services involve the development, training, testing or deployment of an 
artificial intelligence system, the Processor shall comply with the requirements of the AI Act 
applicable to its role and, in particular, with the data governance, security and robustness 
obligations set out in Articles 10 and 15 of the AI Act for high-risk AI systems. 
14.2 Where requested by the Controller, the Processor shall support the Controller in carrying 
out a fundamental rights impact assessment and an ethical impact assessment, including 
through the ALTAI methodology. 

15. LIABILITY AND INDEMNIFICATION 

15.1 Each Party shall be liable for damage caused by processing carried out in breach of this 
Agreement and of the Data Protection Laws, in accordance with Article 82 GDPR. The 
Processor shall be liable for the damage caused by processing only where it has not complied 
with obligations of the Data Protection Laws specifically directed to processors or where it 
has acted outside or contrary to lawful instructions of the Controller. 
15.2 Without prejudice to Article 82 GDPR and to the rights of the Data Subjects, the Parties' 
liability under this Agreement shall be subject to the limitations set out in Section 5.2 of the 
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Consortium Agreement, save in case of wilful misconduct, gross negligence or breach of 
obligations whose limitation is not permitted by mandatory law. 
15.3 Where one Party has paid full compensation for damage suffered, that Party shall be 
entitled to claim back from the other Party part of the compensation corresponding to the 
other Party's part of responsibility for the damage, in accordance with Article 82(5) GDPR. 

16. TERM AND TERMINATION 

16.1 This Agreement shall enter into force on the date of the last signature by the Parties (the 
"Effective Date") and shall remain in force for the duration of the Services as set out in 
Annex 1, unless earlier terminated in accordance with this Section. 
16.2 Either Party may terminate this Agreement by written notice to the other Party in case of 
material breach by the other Party of its obligations under this Agreement that has not been 
remedied within thirty (30) calendar days from the date of a written notice requesting such 
remedy. 
16.3 The Controller may terminate this Agreement, in whole or in part, at any time upon 
written notice where the continued processing by the Processor is, or becomes, unlawful 
under the Data Protection Laws. 
16.4 The provisions of this Agreement that are intended by their nature to survive 
termination, including Sections 11 (Return or Deletion), 12 (Confidentiality), 15 (Liability), 
17 (Relationship with other agreements) and 18 (Governing law and jurisdiction), shall 
continue to apply. 

17. RELATIONSHIP WITH OTHER AGREEMENTS 

17.1 This Agreement is concluded pursuant to and in implementation of the Consortium 
Agreement and the Grant Agreement; in case of conflict between this Agreement and the 
Grant Agreement, the Grant Agreement shall prevail. In case of conflict between this 
Agreement and the Consortium Agreement, the Consortium Agreement shall prevail, save for 
matters specifically governed by Article 28 GDPR, in respect of which this Agreement shall 
prevail. 
17.2 This Agreement does not affect, replace or modify the EUCAIM Data Transfer 
Agreement, the EUCAIM Data Sharing Agreement or the EUCAIM Terms and Conditions 
for Health Data Users, which continue to govern the relationship between the Controller and 
the EUCAIM Consortium in respect of the data flows therein regulated. 
17.3 Any joint determination of purposes and means of processing shall be governed by a 
separate Joint Controllership Agreement under Article 26 GDPR, to be negotiated and signed 
by the Parties concerned. 

18. GOVERNING LAW AND JURISDICTION 

18.1 This Agreement shall be construed in accordance with and governed by the laws of 
Belgium, excluding its conflict-of-law provisions, in line with Section 11.8 of the Consortium 
Agreement. 
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18.2 All disputes arising out of or in connection with this Agreement which cannot be settled 
amicably shall be finally settled by the courts of Brussels, in line with Section 11.9 of the 
Consortium Agreement and without prejudice to the competence of the supervisory 
authorities and courts referred to in Articles 77 to 79 GDPR. 

19. NOTICES AND CONTACT PERSONS 

19.1 Any notice under this Agreement shall be made in writing in English and sent to the 
contact persons designated below. Each Party shall promptly inform the other Party of any 
change of contact details. 

Role Controller Processor 

Project / Operational 

Contact 

[Name, e-mail, phone] [Name, e-mail, phone] 

Data Protection Officer (or 

contact for data protection 

matters) 

[Name, e-mail, phone] [Name, e-mail, phone] 

Information Security 

Officer 

[Name, e-mail, phone] [Name, e-mail, phone] 

Legal contact [Name, e-mail, phone] [Name, e-mail, phone] 

20. MISCELLANEOUS 

20.1 No Party may assign or transfer any of its rights or obligations under this Agreement 
without the prior written consent of the other Party. 
20.2 Any amendment to this Agreement shall be made in writing and signed by the duly 
authorised representatives of both Parties. 
20.3 If any provision of this Agreement is held to be invalid, illegal or unenforceable, the 
remaining provisions shall continue in full force and effect, and the Parties shall negotiate in 
good faith a valid replacement provision that reflects, to the maximum extent possible, the 
original intention of the Parties. 
20.4 No failure or delay by a Party in exercising any right under this Agreement shall operate 
as a waiver thereof. 
20.5 This Agreement may be executed in counterparts and by means of qualified electronic 
signatures pursuant to Regulation (EU) 910/2014 (eIDAS), each of which shall be deemed an 
original and all of which together shall constitute one and the same instrument. 

21. SIGNATURES 
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In witness whereof, the Parties have caused this Data Processing Agreement to be signed by 
their duly authorised representatives on the dates set out below. 

For the Controller For the Processor 

Name: [●] 

Title: [●] 

Date: [●] 

 

Signature: ____________________ 

Name: [●] 

Title: [●] 

Date: [●] 

 

Signature: ____________________ 
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ANNEX 1 — DESCRIPTION OF THE PROCESSING 

To be completed by the Parties for each Service / Task. This Annex forms an integral part of 
the Agreement. 

Item Description 

Service / Task (UNICA WP 

and Task reference) 

[●] 

Subject-matter of the 

processing 

[●] 

Nature of the processing 

operations 

[e.g. collection, organisation, structuring, storage, 

pseudonymisation, anonymisation, use, transmission to 

EUCAIM, AI training, deletion] 

Purpose(s) of the processing [●] 

Categories of Data Subjects [e.g. patients of the Controller, healthcare professionals, 

registered platform users] 

Categories of Personal Data [e.g. pseudonymised clinical data, pseudonymised imaging 

data (DICOM), metadata, account data] 

Special categories of 

Personal Data (Art. 9 

GDPR) 

[●] (yes / no — if yes, specify) 

Legal basis (Articles 6 and 

9 GDPR; national law) 

[e.g. Art. 6(1)(e), 9(2)(j) and 89 GDPR; national 

health-data legislation] 

Duration of the processing [●] (start date / end date or trigger event) 

Geographical scope 

(location of processing) 

EU/EEA — specifically [●] 

Onward transfer to 

EUCAIM (yes / no — if 

[●] 
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yes, reference to DTA / 

DSA) 

Use restrictions imposed by 

national law 

[●] 
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ANNEX 2 — TECHNICAL AND ORGANISATIONAL MEASURES 

This Annex describes the technical and organisational measures implemented by the 
Processor pursuant to Article 32 GDPR. The measures shall, as a minimum, comply with 
Appendix II of the EUCAIM Data Transfer Agreement and Data Sharing Agreement 
("Security and interoperability measures at the platform"), with the minimum security 
requirements defined by Article 73 of the EHDS Regulation, and, where applicable, with the 
Spanish Esquema Nacional de Seguridad and the corresponding national security framework 
of the Controller. 

A. Access control to the secure processing environment 

•​ Restriction of access to the secure processing environment to natural persons 
expressly authorised by the Controller and listed in the data permit; 

•​ Individual and unique user identities and confidential access modes only; 
•​ Authentication through Life Sciences AAI (LS Login) or equivalent OpenID-based 

authentication and authorisation infrastructure, where applicable in line with the 
EUCAIM Authorisation framework; 

•​ Multi-factor authentication for privileged accounts and remote access. 

B. Confidentiality, integrity and availability 

•​ Pseudonymisation and encryption of Personal Data at rest and in transit, using 
state-of-the-art cryptographic protocols (TLS 1.2 or higher; AES-256 or equivalent); 

•​ Minimisation of the risk of unauthorised reading, copying, modification or removal of 
electronic health data hosted in the secure processing environment; 

•​ Limitation of the input, inspection, modification or deletion of electronic health data 
to a limited number of authorised identifiable individuals; 

•​ Periodic backup of resources and disaster-recovery procedures with documented RTO 
and RPO. 

C. Network and infrastructure security 

•​ Isolation of virtual resources running the core services and storing the data, on 
dedicated hardware resources; 

•​ Restricted network access through firewalls managed at institutional level, with 
anomaly and intrusion detection protocols proactively executed; 

•​ Minimal exposure of services on private networks, with external interaction limited to 
dashboards, catalogues and other services strictly required, on standard ports and 
through HTTPS encrypted protocols; 

•​ Use of Long Term Support software versions, periodically updated to minimise 
security breaches; periodic vulnerability scanning of source-code repositories. 

D. Logging, monitoring and traceability 
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•​ Identifiable logs of access and activities in the secure processing environment, kept 

for at least one (1) year, in accordance with Article 73(1)(e) EHDS Regulation; 
•​ Data access and batch and distributed processing requests logged and registered to 

ensure the traceability of the actions performed; periodic usage reports available to the 
Controller on request; 

•​ Incident reporting system to notify potential security breaches, with the commitment 
of analysing the extent of the failure and notifying all the potentially affected subjects. 

E. Audits and continuous improvement 

•​ Periodic audits of the secure processing environments, including by third parties, with 
corrective actions for any shortcomings, risks or vulnerabilities identified; 

•​ Where applicable, certifications such as ISO/IEC 27001 and ISO/IEC 27701, made 
available to the Controller upon request. 

F. Organisational measures 

•​ Documented information security policies and procedures, regularly reviewed and 
updated; 

•​ Mandatory periodic training of personnel on data protection and information security, 
with traceable records; 

•​ Written confidentiality undertakings signed by all personnel and contractors with 
access to Personal Data; 

•​ Designation of a Data Protection Officer (where required by Article 37 GDPR) and of 
an Information Security Officer. 

G. Specific measures for AI development (where applicable) 

•​ Compliance with the data governance, security and robustness requirements of 
Articles 10 and 15 of the AI Act for high-risk AI systems; 

•​ Adoption of the ALTAI methodology or equivalent for the fundamental rights and 
ethical impact assessment of AI systems. 

H. Reference documentation 

The following documents form part of the technical and organisational baseline applicable to 
the Services and are referenced for evidence purposes: 

Entity Document Version / 

Date 

EUCAIM (UPV) T4.4 Internal document: EUCAIM UPV 

node Security Measures 

[●] 
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EUCAIM (Health-RI) Technical and organisational control 

measures 

[●] 

Processor [Information Security Policy / ISMS 

reference] 

[●] 
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ANNEX 3 — LIST OF APPROVED SUB-PROCESSORS 

As of the Effective Date, the Controller authorises the engagement of the following 
Sub-processors. Any addition or replacement shall be subject to Section 6 of the Agreement. 

Sub-processor 

(legal name) 

Address / Country of 

establishment 

Description of 

processing entrusted 

Location of 

processing 

[●] [●] [●] [●] 

[●] [●] [●] [●] 
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ANNEX 4 — DOCUMENTED INSTRUCTIONS 

The Controller's initial documented instructions to the Processor are as follows. Subsequent 
instructions shall be issued in writing and shall become an integral part of this Agreement. 

•​ The Processor shall process Personal Data exclusively to perform the Services 
described in Annex 1 and shall not use them for any other purpose, including any 
purpose of its own; 

•​ The Processor shall apply the technical and organisational measures set out in Annex 
2 and shall not lower the level of security without the Controller's prior written 
approval; 

•​ The Processor shall not transfer Personal Data outside the European Economic Area 
without the Controller's prior written authorisation, in accordance with Section 7 of 
the Agreement; 

•​ The Processor shall engage Sub-processors only in accordance with Annex 3 and 
Section 6 of the Agreement; 

•​ The Processor shall not attempt to re-identify the Data Subjects to whom the Personal 
Data relate, nor shall it allow any third party to do so; 

•​ The Processor shall notify the Controller of any Personal Data Breach within 
twenty-four (24) hours and shall cooperate as required under Section 9 of the 
Agreement; 

•​ Upon termination of the Services, the Processor shall delete or return Personal Data in 
accordance with Section 11 of the Agreement; 

•​ [Add any further specific instruction agreed by the Parties]. 
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