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How to read this document

This document combines normative requirements that are stable and immediately enforceable at
month 6 of the UNICA project, with technical detail that requires further refinement and operational
testing by the technical providers POLIMI and UPV in coordination with each Holder, with a target
horizon of project month 18 (final D2.1 review). Two visual markers are used throughout the
document.

[FINAL]

[FINAL] indicates a paragraph or control that is consolidated at month 6 and shall apply to all
Health Data Holders without further amendment, save for editorial corrections.

[PRELIMINARY M6 - to be expanded by POLIMI/UPV at M18]

[PRELIMINARY M6 - to be expanded by POLIMI/UPV at M18] indicates a paragraph or
control whose normative cornice is set at month 6 by SAPG, but whose technical detail
(procedures, runbooks, parameters, configuration baselines) shall be expanded by POLIMI and
UPV in coordination with each Holder by month 18 of the project. The expansion will be
tracked in the change log of Annex E and shall not change the normative scope set at M6.
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Part 1. Legal and contractual framework
1.1 Purpose and scope

These IT Security Guidelines (the "Guidelines") set the baseline of technical and organisational
measures (TOMs) that each Health Data Holder participating in the UNICA federation shall
implement at the local federated node hosted on its premises and at any system used to process
personal data, and in particular special categories of data, in connection with the UNICA project
(Grant Agreement n. 101218966, EU4Health 2021-2027). The Guidelines apply to three contexts:
(a) the FAIRification stage performed jointly with the technical providers DATRIX, POLIMI and
UPYV under the bilateral DPA UNICA; (b) the federated Al pilot training, where personal data
remain on the premises of the Holder and only model parameters or aggregate outputs leave the
local node; (c) the eventual transmission of pseudonymised or anonymised datasets to the EUCAIM
Central Hub at HULAFE under the EUCAIM Data Transfer Agreement (DTA), Data Sharing
Agreement (DSA, denominated DUA in the UNICA Grant Agreement) or Collaboration Agreement
(referred to as Infrastructure Usage Agreement, [UA, in the UNICA Grant Agreement).

The Guidelines do not replace the obligations independently borne by the Holder under its national
law, including national derogations adopted under articles 9(4) and 89(2) of Regulation (EU)
2016/679. They constitute the consortium-level baseline that each Holder may strengthen, but not
weaken, in light of its own risk assessment.

1.2 Legal basis
The Guidelines are anchored to four legal sources of obligation.

First, article 32 of Regulation (EU) 2016/679 ("GDPR") requires the controller and the processor to
implement appropriate technical and organisational measures to ensure a level of security
appropriate to the risk, having regard to the state of the art, the costs of implementation and the
nature, scope, context and purposes of processing. Article 32(1) lists, by way of example,
pseudonymisation and encryption, ongoing confidentiality, integrity, availability and resilience, the
ability to restore availability and access, and a process for regularly testing, assessing and
evaluating the effectiveness of the measures.

Second, article 73 of Regulation (EU) 2025/327 ("EHDS") requires that secondary use of electronic
health data take place within secure processing environments meeting strict requirements of
authentication, audit, isolation, encryption and traceability. The Guidelines incorporate the
requirements of article 73 EHDS as the minimum baseline applicable to the federated nodes that
interact, directly or indirectly, with the EUCAIM Central Hub.

Third, article 15 of Regulation (EU) 2024/1689 ("AI Act") requires high-risk Al systems to achieve
appropriate levels of accuracy, robustness and cybersecurity throughout their lifecycle. The
federated Al pilots that may be developed within UNICA are presumptively classifiable as high-risk
under articles 6 and 7 Al Act when they touch healthcare or biometric domains; the Guidelines
therefore include a dedicated Al control matrix in Annex D.

Fourth, the bilateral Data Processing Agreement ("DPA UNICA") incorporates the Guidelines by
reference as the operative TOMs schedule. Each Holder, upon signing the DPA UNICA, undertakes
to comply with the Guidelines as amended from time to time.

1.3 Reference frameworks

The Guidelines are aligned to the following frameworks. The control numbering of ISO/IEC
27001:2022 Annex A is the primary spine of the document: each control family in Part 2
cross-references the corresponding ISO 27001 controls. ISO 27799:2016 provides
healthcare-specific implementation guidance and is incorporated where the Holder is a hospital,
university clinic or specialised research centre. ISO/IEC 27002:2022 supplies the implementation
guidance for the controls of ISO 27001 Annex A. ISO/IEC 27701:2019 provides the
privacy-information-management extension. EUCAIM Appendix II of the DTA and the DSA,
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EUCAIM deliverables D3.1 (Technical and Organisational Measures), D5.4 (Data processing
supplementary measures) and D5.11 (Local Node Setup) are integrated as the EUCAIM-specific
baseline. Where applicable to the Holder, Directive (EU) 2022/2555 NIS2 obligations are also taken
into account, in particular for Holders qualifying as essential or important entities in the health
sector.

1.4 Roles and responsibilities
The Guidelines distribute responsibilities as follows.

The Health Data Holder is the controller of the patient datasets, responsible for the implementation
of the Guidelines at the local federated node and at the systems involved in the processing. The
Holder designates an IT Lead (or Information Security Officer, where existing) and ensures the
cooperation of the local DPO.

DATRIX S.p.A., as Coordinator of UNICA, is responsible for the consortium-level oversight, for
the coordination with the technical providers POLIMI and UPV, and for the reporting to the
European Commission. DATRIX is the Single Point of Contact for security incidents and audit
requests.

POLIMI is the Operational Lead and is responsible for the technical onboarding of each node, for
the security review of the federated software stack and for the coordination of the M 18 expansion of
the Guidelines.

UPYV is the Infrastructure Provider and is responsible for the secure interfaces between the UNICA
federation and the EUCAIM Central Hub, including key management for the federated
communications.

SAPG, as legal counsel of the Coordinator, is responsible for the legal interpretation of the
Guidelines, for their alignment to the applicable legislation and for the coordination of the audit and
reporting cycle described in Part 5.

1.5 Risk-based approach and proportionality

Each Holder shall implement the Guidelines in proportion to the risk associated with its specific
dataset, processing activities and threat landscape. Article 32(1) GDPR requires that the
appropriateness of the measures be assessed having regard to the state of the art, the costs of
implementation and the nature, scope, context and purposes of processing, as well as the risk of
varying likelihood and severity for the rights and freedoms of natural persons. The Holder shall
document its risk assessment and risk treatment plan in line with the relevant clauses of ISO/IEC
27005:2022 or equivalent methodologies, and shall make the documentation available to SAPG and
DATRIX upon request.
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Part 2. Baseline of technical and organisational measures

Part 2 sets the ten control families that each Health Data Holder shall implement. Each family
includes a [FINAL] cornice that consolidates the normative requirement at month 6, a
[PRELIMINARY M6] block that anticipates the technical detail to be expanded by POLIMI and
UPV by month 18, and a cross-reference table to ISO/IEC 27001:2022 Annex A controls, ISO
27799:2016 healthcare clauses and EUCAIM Appendix II of the DTA and DSA.

2.1 Governance and accountability

[FINAL]

The Holder shall adopt a written Information Security Policy approved by the executive level,
designate an IT Lead or Information Security Officer responsible for the local federated node,
maintain an inventory of information assets relevant to UNICA (data, systems, software,
network components, third parties), classify data according to confidentiality, integrity and
availability, perform a documented risk assessment at least annually and upon material change,
and produce a risk treatment plan accepted by the executive level. The DPO and the IT Lead
shall maintain an operative interface for personal-data-related risks.

[PRELIMINARY M6 - to be expanded by POLIMI/UPV at M 18]

POLIMI and UPV will provide, by month 18, a template Information Security Policy for the
local federated node, a template asset inventory aligned to the EUCAIM software stack, a risk
assessment workbook compatible with ISO/IEC 27005:2022 and a quarterly reporting schema to
be ingested by the SAPG/DATRIX consortium-level dashboard.

A.5.1 Policies for information security; A.5.2
Information security roles and responsibilities; A.5.4
ISO 27001:2022 Annex A reference | Management responsibilities; A.5.9 Inventory of
information and other associated assets; A.5.12
Classification of information.

Clauses 7.2 (Information security policy in healthcare),
ISO 27799:2016 healthcare clause 7.4 (Organisation of information security), 7.5 (Asset
management).

EUCAIM Appendix 11 / D3.1

Appendix II Section 1 - Governance; D3.1 Section 4.1.
reference

2.2 Access control

[FINAL]

The Holder shall implement an Identity and Access Management system covering the local
federated node and any auxiliary system processing UNICA data. Access shall follow the
principle of least privilege and need-to-know, with role-based access control (RBAC) or
attribute-based access control (ABAC) as appropriate. Multi-factor authentication shall be
enforced for all privileged accounts, for all remote access and for all access to the federated
node from outside the institutional network. Access rights shall be reviewed at least every six
months. Joiners-movers-leavers procedures shall be documented and audited.
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[PRELIMINARY M6 - to be expanded by POLIMI/UPV at M18]

POLIMI and UPV will provide, by month 18, a reference RBAC matrix for the federated node
software stack, the integration patterns with the institutional Identity Provider (typically SAML
2.0 or OIDC), the recommended MFA technologies (FIDO2/WebAuthn preferred) and the
access review template.

A.5.15 Access control; A.5.16 Identity management;
A.5.17 Authentication information; A.5.18 Access rights;
A.8.2 Privileged access rights; A.8.5 Secure
authentication.

ISO 27001:2022 Annex A reference

Clauses 7.9 (Access control in healthcare), 7.10 (User

ISO 27799:2016 healthcare clause
access management).

EUCAIM Appendix II / D3.1 Appendix II Section 2 - Access Control; D3.1 Section
reference 4.2.

2.3 Cryptography

[FINAL]

The Holder shall encrypt personal data at rest using algorithms generally accepted as state of the
art (AES-256 in GCM mode or equivalent). Personal data in transit shall be protected via TLS
1.2 as a minimum and TLS 1.3 as preferred, with strong cipher suites and validated certificates.
Key management shall comply with the principle of separation of duties; private keys shall be
protected by hardware security modules (HSM) or equivalent solutions for high-impact systems.
Cryptographic keys shall be rotated at defined intervals and following any compromise.

[PRELIMINARY M6 - to be expanded by POLIMI/UPV at M18]

POLIMI and UPV will provide, by month 18, the reference cryptographic baseline for the
federated stack (cipher suites, key sizes, rotation periods), the HSM integration pattern for the
EUCAIM-facing interfaces and the key escrow procedure for legal hold scenarios.

A.8.24 Use of cryptography; A.5.31 Legal, statutory,
ISO 27001:2022 Annex A reference | regulatory and contractual requirements; A.5.33
Protection of records.

ISO 27799:2016 healthcare clause Clauses 7.13 (Cryptographic controls in healthcare).

EUCAIM Appendix 11/ D3.1 Appendix II Section 3 - Cryptography; D3.1 Section 4.3;
reference D5.4 Section 3.2.

2.4 Network security and federated node isolation

[FINAL]

The local federated node shall be isolated from the clinical information systems and from the
general institutional network through firewall rules, dedicated VLANs or equivalent
segmentation. Inbound and outbound communications of the federated node shall be limited to
the strictly necessary endpoints, with explicit allowlisting. Zero-trust principles shall apply,
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including continuous verification of identity, device posture and request context. The interfaces
with the EUCAIM Central Hub and with the UNICA dashboard shall be protected by mutual
TLS authentication.

[PRELIMINARY M6 - to be expanded by POLIMI/UPV at M 18]

POLIMI and UPV will provide, by month 18, the reference network architecture for the
federated node, the firewall rule template, the recommended network segmentation pattern
(DMZ, internal segment, management segment) and the mutual TLS configuration for the
EUCAIM endpoints.

A.8.20 Network security; A.8.21 Security of network
ISO 27001:2022 Annex A reference | services; A.8.22 Segregation of networks; A.8.23 Web
filtering.

1SO 27799:2016 healthcare clause Clauses 7.16 (Network security management in

healthcare).
EUCAIM Appendix 11/ D3.1 Appendix II Section 4 - Network Security; D5.11
reference Sections 3 and 4.

2.5 Logging, monitoring and audit

[FINAL]

The Holder shall implement centralised logging of security-relevant events affecting the local
federated node, with tamper-evident storage and a retention period of at least twelve months.
Logs shall include authentication events, privilege changes, access to personal data,
configuration changes, Al training events and data export events. A Security Information and
Event Management (SIEM) system or equivalent shall correlate the logs and trigger alerts on
defined patterns. Logs shall be made available to SAPG and DATRIX upon written request, in
line with article 28(3)(h) GDPR and with the audit clause of the DPA UNICA.

[PRELIMINARY M6 - to be expanded by POLIMI/UPV at M 18]

POLIMI and UPV will provide, by month 18, the reference log schema for the federated stack,
the retention and access policy aligned to the EUCAIM audit requirements, the SIEM
correlation rules for the most relevant threat patterns and the export format for SAPG/DATRIX
consortium-level dashboards.

A.8.15 Logging; A.8.16 Monitoring activities; A.8.17

ISO 27001:2022 Annex A reference Cllosk: sy koo,

ISO 27799:2016 healthcare clause Clauses 7.18 (Logging and monitoring in healthcare).

EUCAIM Appendix 11/ D3.1 Appendix II Section 5 - Logging and Audit; D3.1 Section
reference 4.4.

2.6 Vulnerability management
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[FINAL]

The Holder shall maintain a documented patching cycle, with security-critical patches applied
within timelines proportionate to the criticality and exploitability. Vulnerability scanning shall
be performed at least quarterly on the federated node and on the systems exposing UNICA data.
Penetration testing shall be performed at least annually on the federated node, by an internal
team or by an independent third party, with documented remediation of the findings.

[PRELIMINARY M6 - to be expanded by POLIMI/UPV at M18]

POLIMI and UPV will provide, by month 18, the patching SLA for the federated stack, the
recommended vulnerability scanning toolchain, the standardised pentest scope and the
remediation tracking template.

A.8.8 Management of technical vulnerabilities; A.8.7
ISO 27001:2022 Annex A reference | Protection against malware; A.8.29 Security testing in
development and acceptance.

ISO 27799:2016 healthcare clause Clauses 7.20 (Vulnerability management in healthcare).

EUCAIM Appendix 11/ D3.1 Appendix II Section 6 - Vulnerability Management; D5.4
reference Section 4.1.

2.7 Backup, disaster recovery and business continuity

[FINAL]

The Holder shall implement a documented backup procedure for the local federated node, with
offsite or off-cloud copies, encryption of backups and a tested restore procedure. Recovery Time
Objective (RTO) and Recovery Point Objective (RPO) shall be set in line with the criticality of
the dataset and shall be communicated to DATRIX and POLIMI. A business continuity plan
shall be in place at the institutional level and shall include the federated node.

[PRELIMINARY M6 - to be expanded by POLIMI/UPV at M 18]

POLIMI and UPV will provide, by month 18, the reference backup architecture, the
standardised RTO/RPO targets for UNICA datasets and the test schedule for restore procedures
and continuity drills.

A.8.13 Information backup; A.5.30 ICT readiness for
ISO 27001:2022 Annex A reference | business continuity; A.5.29 Information security during
disruption.

ISO 27799:2016 healthcare clause Clauses 7.22 (Continuity of healthcare services).

EUCAIM Appendix 11/ D3.1 Appendix II Section 7 - Backup and Continuity; D5.11
reference Section 5.

2.8 Incident response and breach notification

[FINAL]
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The Holder shall maintain a documented incident response procedure covering detection,
containment, eradication, recovery and lessons learned. Personal data breaches shall be notified
to the competent supervisory authority within 72 hours of awareness pursuant to article 33
GDPR and to data subjects without undue delay where the breach is likely to result in a high
risk to their rights and freedoms pursuant to article 34 GDPR. Pursuant to the DPA UNICA, the
Holder shall additionally notify SAPG and DATRIX without undue delay and at the latest
within 24 hours of becoming aware of the breach. A single point of contact for breach
communication shall be designated and kept up to date.

[PRELIMINARY M6 - to be expanded by POLIMI/UPV at M18§]

POLIMI and UPV will provide, by month 18, the reference incident response runbook for the
federated node, the integration with the EUCAIM and UNICA-level coordination procedures,
the breach notification template aligned to the EDPB Guidelines 9/2022 and the lessons-learned
template.

A.5.24 Information security incident management
planning and preparation; A.5.25 Assessment and
decision on information security events; A.5.26 Response
to information security incidents; A.5.27 Learning from
information security incidents; A.5.28 Collection of
evidence.

ISO 27001:2022 Annex A reference

ISO 27799:2016 healthcare clause Clauses 7.24 (Incident management in healthcare).

EUCAIM Appendix II / D3.1 Appendix II Section 8 - Incident Response; D3.1 Section
reference 4.5.

2.9 Secure software development lifecycle

[FINAL]

Where the Holder develops or customises software components interacting with the local
federated node, secure software development lifecycle (SSDLC) practices shall be applied,
including secure coding standards, peer code review, static and dynamic application security
testing, dependency scanning, software bill of materials (SBOM) generation and signed
releases. Development, test and production environments shall be segregated; production shall
not be used for testing or development.

[PRELIMINARY M6 - to be expanded by POLIMI/UPV at M18]

POLIMI and UPV will provide, by month 18, the reference SSDLC for the federated stack, the
SBOM format aligned to NTIA recommendations, the dependency-scanning toolchain and the
procedure for managing critical findings.

A.8.25 Secure development life cycle; A.8.26
Application security requirements; A.8.27 Secure system
architecture and engineering principles; A.8.28 Secure
coding; A.8.30 Outsourced development; A.8.31

ISO 27001:2022 Annex A reference
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Separation of development, test and production
environments.

1SO 27799:2016 healthcare clause Clauses 7.26 (Secure software development in healthcare

contexts).
EUCAIM Appendix 11/ D3.1 Appendix II Section 9 - Secure Development; D5.4
reference Section 5.

2.10 Personnel security

[FINAL]

The Holder shall ensure that all personnel with access to UNICA data have signed a
confidentiality agreement and have received training on data protection and information security
at hire and at least annually. Where lawful in the relevant jurisdiction, background checks shall
be performed for personnel in roles with privileged access. Termination of employment shall
trigger immediate revocation of access. Personnel shall be informed of the disciplinary
consequences of non-compliance.

[PRELIMINARY M6 - to be expanded by POLIMI/UPV at M18§]

POLIMI and UPV will provide, by month 18, the standard awareness-training package on the
EUCAIM and UNICA contexts, the role-based training matrix, the confidentiality agreement
template and the offboarding checklist for federated-node personnel.

A.6.1 Screening; A.6.2 Terms and conditions of
employment; A.6.3 Information security awareness,
education and training; A.6.4 Disciplinary process; A.6.5
Responsibilities after termination or change of
employment; A.6.6 Confidentiality or non-disclosure
agreements.

ISO 27001:2022 Annex A reference

ISO 27799:2016 healthcare clause Clauses 7.7 (Human resources security in healthcare).

EUCAIM Appendix 11/ D3.1 Appendix II Section 10 - Personnel Security; D3.1
reference Section 4.6.

GA EU4Health 101218966 | Page 11 of 29 | Prepared by SAPG



UNICA

IT Security Guidelines - V1.0 RV (Preliminary M6)

Part 3. Al-specific measures

This Part 3 sets the synthesis of the Al-specific cybersecurity, robustness and accuracy measures
applicable to the federated Al pilots developed within UNICA. The full control matrix mapped to
articles 9 to 15 of Regulation (EU) 2024/1689 ("AI Act") is provided in Annex D, which the Holder
shall complete in coordination with POLIMI and UPV.

3.1 Data quality and integrity for Al training

[FINAL]

Datasets used for training, validation and testing shall be relevant, sufficiently representative
and, to the best extent possible, free of errors and complete in view of the intended purpose, in
line with article 10 AI Act. Bias-detection processes shall be documented; sensitive attributes
shall be handled in line with article 10(5) Al Act and with article 9 GDPR.

[PRELIMINARY M6 - to be expanded by POLIMI/UPV at M 18]

POLIMI and UPV will provide the reference data-quality dashboard for the federated stack and
the bias-detection methodology baseline by month 18.

3.2 Robustness and adversarial testing

[FINAL]

Al systems shall achieve appropriate levels of accuracy, robustness and cybersecurity
throughout their lifecycle pursuant to article 15 AI Act. Adversarial testing shall include data
poisoning, model evasion and model extraction scenarios in proportion to the risk.

[PRELIMINARY M6 - to be expanded by POLIMI/UPV at M18]

POLIMI and UPV will provide the standardised adversarial testing protocol, the metrics for
accuracy and robustness and the reporting template by month 18.

3.3 Cybersecurity of Al systems

[FINAL]

Al systems shall be protected from threats to their integrity, confidentiality and availability
throughout their lifecycle. Federated learning communications shall be authenticated, encrypted
and monitored. Model artifacts shall be signed and their provenance preserved.

[PRELIMINARY M6 - to be expanded by POLIMI/UPV at M 18]

POLIMI and UPV will provide the federated-learning security baseline (signed model updates,
anomaly detection on aggregations, secure aggregation patterns) by month 18.

3.4 Logging of Al training events

[FINAL]

Each Al training, validation and testing event shall be logged with sufficient information to
support audit, accountability and human oversight, in line with article 12 Al Act and article 14
Al Act on human oversight measures. The logs shall be retained for at least the duration
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required by national law and by the intended use of the system, and in any case no less than the
retention set out in section 2.5.

[PRELIMINARY M6 - to be expanded by POLIMI/UPV at M18]

POLIMI and UPV will provide the reference Al training log schema and its integration with the
SIEM described in section 2.5 by month 18.
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Part 4. Cross-border specifics
4.1 Transfers to third countries

[FINAL]

Any transfer of personal data to a third country in connection with UNICA shall comply with
Chapter V of the GDPR (articles 44 to 49) and with the EDPB Recommendations 01/2020 on
supplementary measures (Schrems II). Transfers shall rely on an adequacy decision where
available; in the absence of adequacy, the Standard Contractual Clauses set out in Decision (EU)
2021/914 shall be used, supplemented by a documented Transfer Impact Assessment. Transfers
based on derogations under article 49 GDPR shall be exceptional and limited to specific
situations.

[PRELIMINARY M6 - to be expanded by POLIMI/UPV at M 18]

SAPG, in coordination with POLIMI and UPV, will provide the reference Transfer Impact
Assessment template tailored to UNICA datasets by month 18.

4.2 Specific Ukrainian regime (CCCH)

[FINAL]

The transfer of personal data from Ukraine to the European Union by the partner CCCH (Utility
Non-Profit Enterprise Ivano-Frankivsk Central City Clinical Hospital, partner n. 15 of the
UNICA Consortium, PIC 888304176) is governed by Article 29 of Ukrainian Law n. 2297-VI
of 1 June 2010 as currently in force, taking into account the 2018 reform and the additional
measures introduced under the martial-law regime since February 2022. Operational details,
supplementary safeguards and the lawfulness confirmation under Ukrainian law are addressed in
document UkrainianAnnex CCCH.

[PRELIMINARY M6 - to be expanded by POLIMI/UPV at M18]

The dedicated Ukrainian annex shall be formalised by month 6; its operational integration with
these Guidelines (specifically with sections 2.3 cryptography, 2.5 logging and 2.8 incident
response) shall be reviewed by month 18 in light of the evolving martial-law regime.

4.3 Sub-processor security obligations

[FINAL]

Where the Holder engages a sub-processor with access to UNICA data, the security obligations
set out in these Guidelines and in the DPA UNICA shall be flowed down to the sub-processor in
writing pursuant to article 28(4) GDPR. The Holder shall verify the sub-processor's compliance
through documentary review and, where proportionate to the risk, through audit. The list of
sub-processors shall be communicated to DATRIX and updated upon any change.

[PRELIMINARY M6 - to be expanded by POLIMI/UPV at M18]

SAPG will provide the reference sub-processor due-diligence questionnaire and the standard
flow-down clauses by month 18.
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Part 5. Audit and assurance
5.1 Self-assessment by the Holder

Each Holder shall complete the self-assessment questionnaire in Annex B at least once a year and
upon any material change to the local federated node, the dataset or the threat landscape. The result
shall be communicated to SAPG and DATRIX in the form of a maturity profile across the ten
control families of Part 2 and the Al-specific dimensions of Part 3.

5.2 Consortium-level audit rights

Pursuant to article 28(3)(h) GDPR and to the audit clause of the DPA UNICA, SAPG and DATRIX
may conduct, or mandate an independent third party to conduct, audits of the local federated node
and of the systems involved in the processing of UNICA data. Audits shall be performed with
reasonable notice (no less than thirty days, save for incidents) and shall not unreasonably interfere
with the Holder's normal operations. The Holder shall provide reasonable cooperation and access to
relevant documentation.

5.3 Reporting cycle

DATRIX, with the support of SAPG, will publish a quarterly consortium-level report on the
security posture of the UNICA federation, based on the self-assessments and on any other relevant
information. The report will be shared with the Project Officer of the European Commission as part
of the standard project reporting and will inform the Risk Register of the project.

5.4 Roadmap from preliminary Mé6 to final M18

These Guidelines are issued at month 6 of the UNICA project as a preliminary baseline. Between
month 6 and month 18, POLIMI and UPYV, in coordination with SAPG, will expand the technical
detail of the [PRELIMINARY M6] paragraphs into the runbooks, parameters and configuration
baselines required for the operational use of the federated stack at the Holder's premises. The
expansion shall not change the normative scope set at M6 and shall be tracked in Annex E. The
final version of the Guidelines, identified by the suffix DEF, will be released at month 18 in
coincidence with milestone MS2 of the project.

The expansion roadmap is divided in three sprints. Sprint S1 (months 6 to 10) shall complete the
technical baselines for sections 2.1 to 2.5 of Part 2 (governance, access control, cryptography,
network security, logging). Sprint S2 (months 10 to 14) shall complete sections 2.6 to 2.10
(vulnerability management, backup, incident response, secure SDLC, personnel) and the Al-specific
baselines of Part 3. Sprint S3 (months 14 to 18) shall consolidate the cross-border specifics of Part
4, finalise Annex D in coordination with the Al Act high-risk classification of the pilots and
produce the DEF version.

GA EU4Health 101218966 | Page 15 of 29 | Prepared by SAPG



UNICA

IT Security Guidelines - V1.0 RV (Preliminary M6)

Annex A. TOMs control matrix

This Annex A maps the controls set out in Part 2 to ISO/IEC 27001:2022 Annex A, ISO
27799:2016 healthcare clauses, EUCAIM Appendix II of the DTA/DSA and the relevant
requirements of article 73 of Regulation (EU) 2025/327 (EHDS). The table is intended as a
quick-reference cross-walk for the IT Lead and the DPO of each Holder. The full normative content
is in Part 2.

. ISO 27001:2022 ISO EUCAIM
Family Control statement Annex A 27799:2016 Appendix II /
’ EHDS art. 73
Information Security .
. Appendix II §1;
2.1 Policy ‘approved by the AS.1 7.2 EHDS 73(1).
executive level.
Designation of IT Lead /
2.1 Information Security A5.2 7.4 Appendix IT §1.2.
Officer.
Asset inventory and Appendix IT §1.3;
el classification. A3.9,A5.12 73 D3.1 §4.1.
Documented risk . )
2.1 assessment and risk A.5.4, A5.31 7.4 Appendix I1 §1.4;
EHDS 73(3).
treatment plan.
Identity and access . )
2.2 management with A.5.15,A.5.16 7.9 /E*I%l]’;’g‘;‘;‘(g) (§a2)
RBAC/ABAC. '
2.2 MFA for privileged and | » 5 17 A g5 7.10 Appendix II §2.2.
remote access.
Access reviews at least .
2.2 : A.5.18,A.8.2 7.10 Appendix II §2.3.
every six months.
Encryption at rest .
Appendix II §3.1;
2.3 (AES—256 GCM or A.8.24 7.13 EHDS 73(2)(b).
equivalent).
Encryption in transit .
Appendix II §3.2;
2.3 (1T3ISS 1.2+, preferably A.8.24, A.8.20 7.13 EHDS 73(2)(b).
Key management and
2.3 rotation, HSM where A.8.24 7.13 Appendix IT §3.3.
applicable.
Network segregation of Appendix II §4;
2s the federated node. A.8.20, A.8.22 7.16 D5.11 §3.
Allowlisted
2.4 inbound/outbound A.8.21,A.8.23 7.16 Appendix II §4.2.
communications.
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Mutual TLS for

EUCAIM and .
2.4 UNICA-dashboard A.8.20 7.16 Appendix IT §4.3.
interfaces.
Centralised logging with Appendix II §5;
e tamper-evident storage. A8.15 A8.17 7.18 EHDS 73(2)(d).
SIEM correlation and .
2.5 alerting, A.8.16 7.18 Appendix II §5.2.
Audit-trail of data .
.. Appendix II §5.3;
2.5 exports and Al training A.8.15 7.18 Al Act art. 12
events.
o1 Documented patching | ¢ ¢ 7.20 Appendix 1T §6.1.
cycle.
2.6 Quarterly vulnerability | ) ¢ ¢ 4 g9 7.20 Appendix 11 §6.2.
scanning.
2.6 Annual penetration A.8.29 7.20 Appendix IT §6.3.
testing.
Encrypted backups with Appendix II §7.1;
27 offsite copies. A8.13 7.22 EHDS 73(2)(¢).
Tested restore procedures .
2.7 with RTO/RPO. A.5.30, A.5.29 7.22 Appendix II §7.2.
Incident response A.5.24, A.5.25, .
2.8 procedure. A576 7.24 Appendix II §8.1.
Notification to SA within .
2.8 72h (art. 33 GDPR). A.5.27 7.24 Appendix IT §8.2.
Notification to
2.8 SAPG/DATRIX within A.5.27 7.24 Appendix II §8.3.
24h (DPA UNICA).
29 Secure SDLC for A.8.25, A.8.27, 76 Appendix IT §9;
' federated components. A.8.28 ’ D5.4 §5.
2.9 SBOM generationand | ¢ 55 7.26 Appendix IT §9.2.
signed releases.
Segregation of
2.9 dev/test/prod A.8.31 7.26 Appendix IT §9.3.
environments.
Confidentiality
2.10 agreement and A.6.2,A.63,A.6.6 |7.7 Appendix II §10.1.

onboarding training.
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Annual awareness

2.10 {raining, A.6.3 7.7 Appendix II §10.2.
Background checks .

2.10 where lawful. A.6.1 7.7 Appendix I §10.3.
JML procedures with

2.10 revocation on A.6.5 7.7 Appendix I §10.4.
termination.
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Annex B. Self-assessment questionnaire

The Holder shall complete the questionnaire below at least once per year and upon any material
change. Each question is answered on the five-level CMMI maturity scale: Initial (ad hoc,
undocumented), Managed (documented for a project), Defined (organisationally standard),
Quantitatively managed (measured and analysed), Optimising (continuously improved). The result
shall be communicated to SAPG and DATRIX as a per-family maturity profile.

. . Maturity level
# Family Question it @)
[ Initial / Managed
Has the executive level approved a written Information / Defined /
I |21 Security Policy covering the federated node and the Quantitatively
UNICA processing activities? managed /
Optimising |
[ Initial / Managed
Is there a designated IT Lead or Information Security / Defined /
2 |21 Officer with documented authority over the federated Quantitatively
node? managed /
Optimising |
[ Initial / Managed
Is there a maintained inventory of information assets / Defined /
3 |21 (data, systems, software, third parties) relevant to Quantitatively
UNICA? managed /
Optimising |
[ Initial / Managed
Is data classification (confidentiality, integrity, / Defined /
4 |21 availability) applied to UNICA datasets and to the Quantitatively
systems processing them? managed /
Optimising |
[ Initial / Managed
Is there a documented risk assessment and risk treatment | / Defined /
5 |21 plan, reviewed at least annually and upon material Quantitatively
change? managed /
Optimising |
[ Initial / Managed
Is access to the federated node and to UNICA data / Defined /
6 (2.2 granted on a least-privilege and need-to-know basis Quantitatively
through RBAC/ABAC? managed /
Optimising |
[ Initial / Managed
Is multi-factor authentication enforced for all privileged / Defi n.ed./
7 122 Quantitatively
accounts and for remote access?
managed /
Optimising |
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[ Initial / Managed
Are access rights reviewed at least every six months and / Defi n.ed./
8 [2.2 Quantitatively
after every change of role?
managed /
Optimising |
[ Initial / Managed
9 |29 Are joiners-movers-leavers procedures documented and QQZZJZ chcllti/ve /
’ tested for the personnel with access to UNICA? Y
managed /
Optimising |
[ Initial / Managed
Is privileged access logged and reviewed independently / Defi n.ed./
10 (2.2 Quantitatively
of the access holder?
managed /
Optimising |
[ Initial / Managed
Are personal data encrypted at rest using AES-256 GCM / Defi n.ed./
11 |23 : . Quantitatively
or equivalent state-of-the-art algorithms?
managed /
Optimising |
[ Initial / Managed
Are personal data in transit protected by TLS 1.2 as a / Defined /
12 |23 minimum, with TLS 1.3 preferred and validated Quantitatively
certificates? managed /
Optimising |
[ Initial / Managed
Is key management based on separation of duties, with / Defi n.ea’./
13 |23 ; s Quantitatively
HSM or equivalent for high-impact systems?
managed /
Optimising |
[ Initial / Managed
Are cryptographic keys rotated at defined intervals and / Defi n.ed‘/
14 |23 4 ) Quantitatively
following any compromise?
managed /
Optimising |
[ Initial / Managed
Are there documented procedures for cryptographic / Defined /
15 |23 incident response (key compromise, certificate Quantitatively
revocation)? managed /
Optimising |
Is the federated node segregated from the clinical [ Initial / Managed
16 |2.4 information systems via firewalls, VLANSs or equivalent | / Defined /
segmentation? Quantitatively
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managed /
Optimising |
nitia anage
[ Initial / Managed
Are inbound and outbound communications of the / Defi n.ed‘/
17 |12.4 . .. L Quantitatively
federated node restricted by explicit allowlisting?
managed /
Optimising |
[ Initial / Managed
Are the interfaces with the EUCAIM Central Hub and / Defined /
18 |12.4 with the UNICA dashboard protected by mutual TLS Quantitatively
authentication? managed /
Optimising |
nitia anage
[ Initial / Managed
Are zero-trust principles (continuous verification, device / Defi n.ed‘/
19 |12.4 . Quantitatively
posture) applied to access to the federated node?
managed /
Optimising |
[ Initial / Managed
Is centralised logging in place for the federated node, / Defined /
20 |25 with tamper-evident storage and at least 12 months of Quantitatively
retention? managed /
Optimising |
[ Initial / Managed
Are authentication events, privilege changes, / Defined /
21 |25 configuration changes, data exports and Al training Quantitatively
events logged? managed /
Optimising |
[ Initial / Managed
Is a SIEM or equivalent in place, with documented / Defi n.ed./
22 125 : . Quantitatively
correlation rules and alerting?
managed /
Optimising |
[ Initial / Managed
Are clocks synchronised across the federated node and its / Defi n.ed./
23 2.5 . Quantitatively
dependencies?
managed /
Optimising |
[ Initial / Managed
24 |95 Are logs accessible to SAPG/DATRIX upon written /QZ;ZJIZ Z‘teccziti/vel
' request, in line with the DPA UNICA audit clause? Y
managed /
Optimising |
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[ Initial / Managed
Is there a documented patching cycle with timelines / Defi n.ed./
25126 roportionate to criticality and exploitability? Quantitatively
prop y p Y managed /
Optimising |
[ Initial / Managed
Is vulnerability scanning performed at least quarterly on / Defi n.ed./
26 | 2.6 . Quantitatively
the federated node and on adjacent systems?
managed /
Optimising |
[ Initial / Managed
27 126 Is penetration testing performed at least annually on the zzDeﬁ ?fdt/ /
' federated node, with documented remediation? uantranyety
managed /
Optimising |
[ Initial / Managed
g
Are backups of the federated node taken at least daily, / Defi n.ed./
28 | 2.7 . Quantitatively
encrypted and stored offsite or off-cloud?
managed /
Optimising |
[ Initial / Managed
Are restore procedures tested at least annually with / Defi n.ed./
29 | 2.7 Quantitatively
documented results?
managed /
Optimising |
[ Initial / Managed
30 |27 Are RTO and RPO defined for UNICA datasets and /lelz]z Z’fjti/ve /
' communicated to DATRIX and POLIMI? Y
managed /
Optimising |
[ Initial / Managed
Is there a documented incident response procedure / Defined /
31 |2.8 covering detection, containment, eradication, recovery Quantitatively
and lessons learned? managed /
Optimising |
[ Initial / Managed
Is the 24-hour notification to SAPG/DATRIX (DPA / Defined /
32 12.8 UNICA) integrated with the 72-hour notification to the Quantitatively
supervisory authority (art. 33 GDPR)? managed /
Optimising |
33 (23 Is a single point of contact for breach communication 5 g’ itial é ]/Managed
’ designated and kept up to date? eft hea’
uantitatively
Quantitativel
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managed /
Optimising |
[ Initial / Managed
Are SSDLC practices applied to any custom component | / Defined /
34 129 interacting with the federated node, including peer code Quantitatively
review and SAST/DAST? managed /
Optimising |
[ Initial / Managed
35 (29 Is an SBOM generated for federated-stack releases and /QZEJZ ijt'/ve /
' shared with DATRIX and POLIMI on request? iatvely
managed /
Optimising |
nitia anage
[ Initial / Managed
Are dev, test and production environments segregated, / Defi n.ed‘/
36 12.9 . . . Quantitatively
with no use of production data in test or dev?
managed /
Optimising |
[ Initial / Managed
Have all personnel with access to UNICA data signed a / Defi n.ed‘/
37 |2.10 . Quantitatively
confidentiality agreement?
managed /
Optimising |
[ Initial / Managed
Is data-protection and information-security training / Defi n.ed‘/
38 [2.10 . . Quantitatively
delivered at hire and at least annually?
managed /
Optimising |
[ Initial / Managed
Are background checks performed for personnel with / Defi n.ed./
39 [2.10 .. . . Quantitatively
privileged access, where lawful in the jurisdiction?
managed /
Optimising |
[ Initial / Managed
Are Al training datasets relevant, sufficiently / Defined /
40 |3.x representative and free of avoidable bias, with Quantitatively
documented bias-detection processes? managed /
Optimising |
[ Initial / Managed
Is adversarial testing (data poisoning, model evasion, / Defined /
41 |3x model extraction) performed in proportion to the risk of | Quantitatively
the pilot? managed /
Optimising |
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[ Initial / Managed
Are federated-learning communications authenticated, / Defi n.ed./
42 |13x . Quantitatively
encrypted and monitored?
managed /
Optimising |
[ Initial / Managed
43 |3x Are Al training events logged with sufficient detail to S;ZJZ chcllti/ve /
’ support audit and human oversight (art. 12 Al Act)? 4
managed /
Optimising |
[ Initial / Managed
Where transfers to third countries occur, are they covered | / Defined /
44 [4x by adequacy, SCC 2021/914 with TIA, BCR or a Quantitatively
derogation under article 49 GDPR? managed /
Optimising |
[ Initial / Managed
For CCCH (Ukraine) only: is the dedicated Ukrainian / Defined /
45 |4x annex executed and the SCC C2C with DATRIX in Quantitatively
place? managed /
Optimising |
[ Initial / Managed
Has the Holder completed a self-assessment within the / Defined /
46 |5x last twelve months and shared the maturity profile with Quantitatively
SAPG and DATRIX? managed /
Optimising |

Maturity profile summary

Family Average maturity (1 to 5) Notes / gaps
2.1 Governance [ score | [ free text |
2.2 Access control [ score ] [ free text |
2.3 Cryptography [ score | [ free text |
2.4 Network [ score | [ free text |
2.5 Logging [ score ] [ free text |
2.6 Vulnerability [ score ] [ free text |
2.7 Backup/DR [ score | [ free text |
2.8 Incident [ score | [ free text |
2.9 SSDLC [ score ] [ free text |
2.10 Personnel [ score ] [ free text |
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3.x Al-specific [ score | [ free text |
4.x Cross-border [ score | [ free text |
5.x Audit [ score | [ free text |
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Annex C. Glossary

Definitions are aligned to ISO/IEC 27000:2018, ISO 27799:2016, EUCAIM deliverable D5.4 and
the GDPR. Where a term has multiple meanings, the meaning relevant to UNICA is given first.

Federated node

Local technical environment, operated by the Holder, hosting the
EUCAIM-compatible federated software stack and exposing
well-defined interfaces for query, model training and audit.

Central Hub EUCAIM Central Hub operated by HULAFE in Valencia.

TOMs Technical and organisational measures within the meaning of
articles 24, 25 and 32 GDPR.
Role-based / attribute-based access control models (ISO/IEC

HBAC) MBI 27001:2022 A.5.15).

MFA Multi-factor authentication, requiring two or more independent
factors (ISO/IEC 27001:2022 A.8.5).

HSM Hardware security module for the protection of cryptographic keys
(ISO 19790:2012).
Security Information and Event Management; software platform

SIEM : . .
correlating and analysing security events.

SBOM Software Bill of Materials, machine-readable inventory of software
components.

RTO /RPO Recovery Time Objective / Recovery Point Objective.

CMMI Capability Maturity Model Integration; maturity scale used in

Annex B.

Transfer Impact
Assessment

Documented assessment of the lawfulness of a transfer to a third
country in light of EDPB Recommendations 01/2020.

FRIA

Fundamental Rights Impact Assessment under article 27 of the Al
Act.
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Annex D. AI Act control matrix

This Annex D maps the Al-specific cybersecurity, robustness and accuracy controls to articles 9 to
15 of Regulation (EU) 2024/1689 (Al Act). The Holder, in coordination with POLIMI and UPV,
shall complete the right-hand columns and update them at each material change of the Al pilot. The
marker column distinguishes the controls consolidated at month 6 (FINAL) from those whose
technical detail will be expanded by month 18 (M18).

AI.ACt Control statement Required evidence | Owner Marker
article
RMS
Risk management system in place | documentation; Holder +
A5 across the Al lifecycle. periodic review POLIMI FINAL
minutes.
Identification and analysis of Threat model;
. . ! . Holder +
Art. 9 foreseeable risks (including misuse cases MI18
) ) POLIMI
misuse). register.
Dataset
Training, validation and test characterisation
Art. 10 datasets relevant and report; Holder FINAL
representative. bias-detection
findings.
Lawful basis
Data governance for special statement; Holder +
Art. 10 categories (art. 10(5) Al Act). safeguards under SAPG FINAL
art. 9 GDPR.
Data preparation operations Data preparation Holder +
Art. 10 documentqd (cleaning, labelling, playbook. POLIMI MI18
augmentation).
. . Al training log
Art. 12 Aut'omatlc .recordlng of events schema: STEM POLIMI + MI8
during Al lifecycle. . . UPVvV
Integration.
User-facing
Transparency and information to instructions; Holder +
Art. 13 users. technical DATRIX MI8
documentation.
Oversight
Art. 14 Effective human oversight playbook; Holder FINAL
measures. competence
requirements.
Accuracy metrics and acceptance Performance test Holder +
Art. 15 thresholds. report. POLIMI MI8
Art. 15 Robustness against errors, faults Robustness test POLIMI MI8

and inconsistencies.

report.
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Adversarial testing

Cybersecurity (data poisoning, T POLIMI +
Art. 15 model evasion, model extraction). ;ggrt, mitigation UPV MI8
Mutual TLS
configuration;
Resilience of federated-learning signed model POLIMI +
Art. 15 o M18
communications. updates; UPV
aggregation
security.
Art. 27 FRIA where required by national lc:(l){olﬁli;eag?or;’ with Holder + MI8
’ law (high-risk classification). SAPG

national authority.
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Annex E. Version control and change log

Version Date Author Change
First issue, preliminary M6 version. Anchored to
ISO/IEC 27001:2022 and ISO 27799:2016.
1.0 (RV) Al-specific control matrix in Annex D. CMMI
Preliminary | May 2026 SAPG maturity self-assessment in Annex B (45
M6 questions). [PRELIMINARY M6] markers
identify the technical paragraphs to be expanded
by POLIMI/UPV by M18.
POLIMI/UP | Sprint S1 expansion: technical baselines for
(Futare] | [M10] V+SAPG | sections 2.1 to 2.5 of Part 2.
POLIMI/UP | Sprint S2 expansion: sections 2.6 to 2.10 of Part
[Future] [M14] V + SAPG 2 and Al-specific baselines of Part 3.
[Future] [M18] POLIMI/UP | Sprint S3 consolidation. Final DEF version
utd V + SAPG aligned with milestone MS2 of the project.
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