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Part 1 — Governance and scope
1.1 Purpose and legal basis

This document fulfils the explicit commitment set out in the UNICA Grant Agreement (GA n. 101218966,
Section 1 "Excellence", paragraph "Legal and data Agreements"), which provides that "in an effort to
standardise the UNICA onboarding procedures, (a) a GDPR-compliant protocol will be released, and (b) IT
security guidelines will be published". It implements WP2 Objective 1 "Ensure compliance with the General
Data Protection Regulation and relevant data protection regulations" and Task T2.1 "Legal, ethical and data
protection documents preparation”. The output is a procedure, not an agreement: it does not modify the rights
and obligations established in the bilateral DPA UNICA, in the JCA UNICA between DATRIX, POLIMI and
UPYV, or in the EUCAIM agreements (DTA, DSA, ColA, JCA EUCAIM).

The legal anchors of this Protocol are:

e Regulation (EU) 2016/679 (General Data Protection Regulation, hereinafter GDPR), in particular
articles 5, 6, 9, 12 to 22, 24, 25, 26, 28, 30, 32, 33, 34, 35, 36, 37 to 39, 44 to 49, 82, 83 and 89.

e Regulation (EU) 2025/327 establishing the European Health Data Space (hereinafter EHDS
Regulation), in particular articles 51, 71 (opt-out for secondary use), 72 (Trusted Health Data
Holders simplified procedure) and 73 (secure processing environments).

e Regulation (EU) 2024/1689 laying down harmonised rules on artificial intelligence (hereinafter Al
Act), in particular articles 6, 7, 10 (data governance), 13 (transparency), 14 (human oversight), 15
(accuracy, robustness, cybersecurity) and 27 (Fundamental Rights Impact Assessment, FRIA), and
Annex III on high-risk Al systems.

e Regulation (EU) 2022/868 (Data Governance Act) and Regulation (EU) 2023/2854 (Data Act),
where relevant.

e EDPB Guidelines 07/2020 on the concepts of controller and processor in the GDPR; EDPB
Guidelines 05/2020 on consent under Regulation 2016/679; EDPB Guidelines 04/2019 on Article 25
(DPbDD); EDPB Recommendations 01/2020 on supplementary measures (Schrems II); WP248
rev.01 DPIA Guidelines.

e Commission Implementing Decision (EU) 2021/914 on Standard Contractual Clauses.

e FEUCAIM Reference Framework: Deliverable D3.1 (Technical and Organisational Measures), D4.4
(Final Rules for Participation, in particular Section 4.3.2 on local nodes setup and Section 4.4.1.1 on
legal requirements for Data Holders), D5.11 (Local Nodes Set-up).

e National data protection law of each medical centre's jurisdiction, including Italian Codice privacy
(d.1gs. 196/2003 as amended by d.lgs. 101/2018, in particular articles 110 and 110-bis), Spanish
LOPDGDD (Ley Organica 3/2018 and Disposicion adicional 17a), German BDSG (paragraphs 22
and 27), Greek Law 4624/2019, Lithuanian Asmens duomenu teisines apsaugos istatymas n. [-1374,
Polish Ustawa 10 May 2018, Portuguese Lei 58/2019, Slovenian ZVOP-2 of 26 January 2023,
Ukrainian Law 2297-VI of 1 June 2010 as currently in force, plus martial-law regime under Decree
of the President of Ukraine n. 64/2022.

1.2 Audience and stakeholders

This Protocol has a hybrid audience, intentionally designed to serve both the internal governance of the
Coordinator and the operational onboarding of the medical centres.

Internal audience (operational use within the Coordinator and the legal counsel):

e UNICA Coordinator (DATRIX S.p.A.), in particular the WP2 Lead and the project legal
contact.

e Technology providers POLIMI (Operational Lead) and UPV (Infrastructure Provider).

o SAPG, legal counsel of DATRIX, primary editor of the documents and coordinator of the
consortium-level DPIA.

External audience (operational use by each Data Holder):

e Data Protection Officer of the medical centre, primary point of contact for steps 5, 6, 7 and 8
of this Protocol.

o [T Lead of the medical centre, responsible for the technical baseline of the federated node.

e (linical Lead of the medical centre, responsible for the dataset description and for the
governance of the patient consent.
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1.3 Roles and RACI matrix

The detailed allocation of responsibilities for each step of the Protocol is set out in the matrix below. R =
Responsible (does the work), A = Accountable (final decision-maker), C = Consulted, I = Informed.

Legal counsel of the medical centre, where distinct from the DPO.
Ethics Committee secretariat, point of contact for step 4 of the Protocol.
Senior management or legal representative, to deliver the sign-off in step 10.

Step DATRIX, SAPG, Legal POLIMI, UPV, Medical centre
Coordinator counsel Operational Infrastructure
Lead
Pre-onboardin | A R C C R
g stakeholder
map
Step 1, OB A R I I R
Pack
completion
Step 2, Lawful | C A/R I I R, validated by
basis SAPG
identification
Step 3, C A/R I I R
Consent
review
Step 4, Ethics C C I I A/R
Committee
submission
Step 5, DPO I C I I A/R

opinion request

Step 6, Article
30 GDPR
records

R own record

R own record

R own record

R own record

R own record

Step 7, DPIA
workflow
consortium-lev
el

A/R lead

Step 7, DPIA
workflow local

C

A/R

Step 8, DPA
UNICA
signature

R drafting

A/R signature

Step 8,
EUCAIM
agreements
signature

A coordinator

R drafting

C liaison
HULAFE

A/R signature

Step 9, Al
ethics check
ALTAI/FRIA

A/R

Step 10,
Sign-off and
archive

A/R

A/R
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Part 2 — Onboarding protocol

Each step is described with its objective, the deliverable expected at the end of the step, the typical timeline,
the responsible role, the relevant legal references, and the cross-references to the other D2.1 documents. The
10 steps are intended to be executed in sequence; Steps 1, 2, 3 and 5 may run in parallel after the kick-off
meeting with the medical centre.

2.1 Pre-onboarding, stakeholder map at the medical centre

Before initiating the 10 steps, the Coordinator and SAPG conduct a kick-off meeting with the medical centre
to identify and contact the four operational roles needed for the onboarding: DPO, IT Lead, Clinical Lead,
Ethics Committee secretariat. Where the same person fills more than one role, this is acceptable but must be
declared. The Coordinator records the contact information of each role and shares it with POLIMI and UPV
for the technical kick-off.

Deliverable of the pre-onboarding: a one-page stakeholder map per medical centre, signed by the legal
representative of the medical centre or by the Director General. SAPG keeps a consortium-level master list.
Timeline: M1 to M2.

2.2 Step 1, Completion of the Data Holder Onboarding Pack V1.3 RV

The medical centre receives the Onboarding Pack (folder 01 UNICA Specific Agreements, file
UNICA_DataHolderOnboardingPack RV_SAPG.docx) at the end of Pre-onboarding. The Pack is a
structured questionnaire covering identity, regulatory environment, datasets declared, local IT readiness for
the federation (Tier 2 or Tier 3, with hardware, network and software baselines aligned to EUCAIM D5.11
and D4.4 Section 4.3.2, plus the documentary checklist EUCAIM D4.4 Section 4.4.1.1), patient information
and consent, ethics committee, sub-processors and cross-border flows, declarations and undertakings, plus
country fact sheets in Annex A, responsibilities matrix in Annex B and glossary in Annex C.

The medical centre completes the Pack in collaboration with its DPO and IT Lead, and returns it to SAPG by
the end of M2 by certified email. Section 4.9 "Documentary evidence" is the centrepiece of the EUCAIM
D4.4 Section 4.4.1.1 documentary checklist; the medical centre must attach the corresponding evidence
(Power of administration, lawful basis evidence, controller decision, DPIA report where Tier 3, risk
assessments, DPO report on EUCAIM adhesion, national restrictions list, ISO 27001 or CSO report,
anonymisation evidence, pseudonymisation consent regime).

Deliverable of Step 1: completed Onborading Pack, signed PDF of Section 8, attached evidence per Section
4.9, plus, where applicable, the completed Ukrainian Annex CCCH for the Ukrainian partner. SAPG triages
the Pack and produces a per-centre gap matrix by the end of M3.

2.3 Step 2, Identification of the lawful basis (arts. 6 and 9 GDPR + national derogation)

On the basis of the answers in Section 3 of the OB Pack, the medical centre identifies the lawful basis of the
secondary use under arts. 6 and 9 GDPR, and the national derogation under art. 9(4) GDPR where
applicable. SAPG validates the choice and records the rationale.

Typical lawful basis combinations for UNICA secondary use:

e Article 6(1)(e) GDPR (public interest task in the field of public health and scientific research)
plus article 9(2)(j) GDPR (processing necessary for scientific research purposes in accordance
with article 89 GDPR), supported by national derogation under article 9(4) GDPR.

Italy: article 110-bis Codice privacy;

Spain: Disposicion adicional 17a LOPDGDD;

Germany: paragraphs 22 and 27 BDSG;

Slovenia: scientific research provisions of ZVOP-2;

Greece: article 30 of Law 4624/2019;

Lithuania: scientific research provisions of Asmens duomenu teisines apsaugos

istatymas;

o Poland: article 17a Ustawa o dzialalnosci leczniczej;
o Portugal: article 29 Lei 58/2019;
o Ukraine: scientific research provisions of Law 2297-VI as currently in force.

e Article 6(1)(a) GDPR plus article 9(2)(a) GDPR where explicit consent is collected from the
data subject for the secondary use. The Coordinator and SAPG do not recommend pure consent

© O O © 0 O
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for retrospective imaging cohorts; consent is preferred for prospective enrolments and as a
complementary safeguard.
Combination of lawful bases per branch of the data flow, where the FAIRification (UNICA leg,
DATRIX-POLIMI-UPV as Processors) and the EUCAIM transfer (DSA or DTA) may rest on the
same article 9(2)(j) basis but require different cumulative safeguards, which are documented in the
OB Pack Section 3.4.

Deliverable of Step 2: lawful basis statement per dataset, signed by the medical centre Legal Lead and
validated by SAPG. Cross-reference: OB Pack Section 3.3, Annex A country fact sheets, Annex C Glossary.

2.4 Step 3, Patient information notice and consent form review

SAPG applies the Patient Consent Form Review template (D-3, file

UNICA PatientConsentFormReview RV SAPG.docx) to the consent material in use at the medical centre,
to assess the coverage on the three branches of the UNICA flow, namely (a) FAIRification by DATRIX,
POLIMI and UPYV, (b) federated Al pilot training where data stays at the Holder and only model parameters
or aggregate outputs leave, (c) onward transfer of the dataset to the EUCAIM Central Hub at HULAFE.

Possible outcomes:

e Full coverage: no remediation required. SAPG records the assessment and proceeds.

e Partial coverage: addendum to the existing notice and consent, drafted by SAPG and approved
by the Ethics Committee.

e No coverage: re-consent campaign, OR fallback on a lawful basis other than consent (typically
article 6(1)(e) plus article 9(2)(j) GDPR with article 89 GDPR safeguards), with prior
authorisation by the national supervisory authority where required (e.g. Italian Garante under
article 110-bis Codice privacy).

e Article 71 EHDS opt-out, where activated in the relevant Member State, must be respected at all
times. The medical centre informs SAPG of any opt-out received before, during or after the
onboarding.

Deliverable of Step 3: consent assessment report per medical centre and per dataset, attached to the OB Pack,
signed by the medical centre DPO and counter-signed by SAPG. Cross-reference: OB Pack Section 5 and
Tabella 10, D-3 template.

2.5 Step 4, Ethics Committee submission

Where the local Ethics Committee or Institutional Review Board has not yet approved the participation of the
medical centre in the UNICA federation, the centre prepares the submission package on the basis of the
UNICA Ethics Committee Submission template (D-4, file

UNICA_EthicsCommitteeSubmission RV_SAPG.docx, due M6), adapted to the national format. The
package contains the cover letter, the project synopsis, the data flow description on the three branches, the
technical and legal safeguards (cross-reference to D-2 IT Security Guidelines and to the DPA UNICA), the
patient information and consent material, the references to the normative framework (GDPR, EHDS, Al Act,
national law), the considerations on Al in cancer diagnostics and on retrospective data treatment.

Country-specific notes:

e [taly: submission to a Comitato Etico Territoriale under Law 3/2018 and Decree of the Ministry
of Health 26 January 2023.

e Spain: Comites de Etica de la Investigacion con medicamentos (CEIm) per Real Decreto
1090/2015.

o Germany: local Ethikkommission of the Land or of the medical association.

e Slovenia: Komisija Republike Slovenije za medicinsko etiko (KME), recommended at an early
stage.

e Greece, Lithuania, Poland, Portugal: hospital ethics committee or national ethics committee,
depending on the institutional architecture.

e Ukraine: ethics committee at the Ivano-Frankivsk Central City Clinical Hospital, with the
Coordinator and SAPG supporting the submission in coordination with the Ministry of Health of
Ukraine.

Deliverable of Step 4: signed approval (or conditional approval with action plan) of the local Ethics
Committee. The centre submits the approval to the Coordinator before the signature of the DPA UNICA.
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2.6 Step 5, DPO opinion request

The DPO of the medical centre issues a written opinion on the lawfulness of the participation of the centre in
UNICA and in the EUCAIM federation. The opinion covers, at a minimum: lawful basis (Step 2), consent
regime (Step 3), DPIA outcome (Step 7), TOMs in place (cross-reference to Section 4 of the OB Pack and to
D-2 IT Security Guidelines), national restrictions on the secondary use of the dataset (in particular
commercial use prohibitions, intellectual property rights restrictions, conditions on the expression of
consent).

The DPO opinion is required by the EUCAIM D4.4 Section 4.4.1.1 Documentary requirements, point (f). It
is in addition to (not in substitution of) the EUCAIM DPO and Legal Advisor Statement signed on the
official EUCAIM template (file 02 EUCAIM_ Framework Documents/004), which the medical centre also
submits before the signature of the EUCAIM agreements (Step 8).

Annex A of this Protocol provides the model letter for the DPO opinion request issued by the Coordinator to
the medical centre.

Deliverable of Step 5: signed DPO opinion, archived with the OB Pack. Cross-reference: Annex A.
2.7 Step 6, Article 30 GDPR records of processing activities

Each entity involved in the federation (each medical centre, DATRIX, POLIMI, UPV, plus SAPG as legal
counsel) maintains its own record of processing activities under article 30 GDPR. The Coordinator
coordinates the alignment of the records on the joint processing operations through periodic coordination
meetings led by POLIMI as Operational Lead of the JCA UNICA.

The minimum content of the record for the UNICA-related processing operations:

e Identity and contact details of the Controller and the DPO.

e Purposes of the processing, mapped to UNICA WP1 (clinical), WP2 (legal), WP3 (technical),
WP4 (validation), WP5 (dissemination).

e (Categories of Data Subjects (patients of the medical centre) and categories of Personal Data
(clinical, imaging DICOM, genetic where applicable, biographic identifiers).

e (Categories of recipients, in particular the technology providers under the DPA UNICA, the
EUCAIM Consortium, the Granting Authority, supervisory authorities.

e International transfers, in particular the cross-border flow with CCCH (Ukrainian Annex
regime).

e Retention period, aligned to the duration of the Grant Agreement plus the audit and legal
limitation period.

e Description of the technical and organisational measures (cross-reference to D-2 IT Security
Guidelines and to DPA UNICA, Annex 2).

Annex B of this Protocol provides the article 30 GDPR records template, in a format compatible with the
Italian Garante template, the Spanish AEPD template and the German BfDI template, allowing each medical
centre to populate the same skeleton with national branding.

Deliverable of Step 6: populated record per entity, kept up to date and made available to the supervisory
authorities upon request.

2.8 Step 7, DPIA workflow under article 35 GDPR (consortium-level + local)

Given the scale, the special categories of data, the federated Al pilot, and the use of automated
decision-making capabilities, the UNICA processing meets the criteria for a mandatory DPIA under article
35 GDPR and the WP248 rev.01 EDPB Guidelines on DPIA.

The Protocol adopts a federated DPIA architecture with two complementary instruments:

e Consortium-level DPIA, prepared by SAPG with the technical support of POLIMI and UPV,
covering the cross-cutting risks: federated infrastructure, Al pilot training, cross-border flow
with CCCH, secure processing environment under article 73 EHDS, access negotiation through
the EUCAIM dashboard. The consortium-level DPIA is approved by the Joint Controllers
DATRIX, POLIMI and UPV under the JCA UNICA, and shared with all medical centres as a
building block.
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e [Local DPIA, prepared by each medical centre under the leadership of its DPO, covering the
centre-specific risks: dataset particularities (rare-disease cohorts, paediatric data, oncology
imaging with potentially identifying head and face anatomy), national context, local IT
environment, interaction between the federated node and the clinical production systems. The
local DPIA reuses the consortium-level DPIA as Annex.

For Tier 3 medical centres (federated processing), the local DPIA is mandatory per EUCAIM D4.4 Section
4.4.1.1 Documentary requirements, point (d). For Tier 2 medical centres (federated query) it is
recommended; if not legally required, the medical centre's DPO so states in writing.

Annex C of this Protocol provides the consortium-level DPIA skeleton, including: description of the
processing, necessity and proportionality assessment, risk identification with likelihood and severity,
identified safeguards, residual risk, prior consultation under article 36 GDPR where required.

Deliverable of Step 7: consortium-level DPIA approved (M5), per-centre local DPIA approved (M6 for Tier
3, M18 for Tier 2 where applicable). Cross-reference: Annex C and OB Pack Section 4.9 row (d).

2.9 Step 8, Signature of DPA UNICA and adherence to the EUCAIM agreements

Once Steps 1 to 7 are completed and SAPG has verified that each medical centre has completed all the
needed steps (obtaining a “green light”), the Coordinator initiates the signature window. The signature is
articulated as follows.

UNICA-level signatures (in chronological order):

e DPA UNICA, signed bilaterally between the medical centre as Controller and each of the three
technology providers DATRIX, POLIMI and UPV as Processors. For 10 medical centres, this
produces 30 signed instances of the DPA UNICA.

e Where applicable, the Ukrainian Annex (D-5, file
UNICA_UkrainianAnnex CCCH_RV_SAPG.docx) signed bilaterally between DATRIX and
CCCH, including the SCC C2C Module 1 ex Decision 2021/914 for the administrative flow EU
to Ukraine, the Transfer Impact Assessment per EDPB Recommendations 01/2020, and the legal
opinion of CCCH counsel on Article 29 of Law 2297-VI of 1 June 2010 as currently in force.

e JCA UNICA between DATRIX, POLIMI and UPV (file
UNICA JCA DATRIX POLIMI UPV_RV_SAPG.docx), signed once at the consortium level,
applicable to the personal data of the UNICA dashboard.

EUCAIM-level signatures (after the UNICA-level signatures):

e EUCAIM DSA (Data Sharing Agreement, denominated DUA in the UNICA GA terminology)
signed bilaterally between each medical centre and HULAFE, for the federated model in which
the dataset remains at the Holder.

o EUCAIM DTA (Data Transfer Agreement) signed bilaterally between each medical centre and
HULAFE, where the medical centre transfers data to the EUCAIM Reference Nodes.

e EUCAIM ColA (Collaboration Agreement, formally introduced in EUCAIM D4.4 Section
4.4.1.1.C, referred to as "Infrastructure User Agreement / Infrastructure Usage Agreement
(IUA)" in the UNICA GA Section 4.2 WP2 Objective 4 and Section 1 Excellence) signed
between each centre and EUCAIM, in the form tailored to UNICA medical centres which the
Coordinator requests from HULAFE through UPV by the E-02 letter at M1.

e EUCAIM JCA (announced in Appendix VII of the EUCAIM DTA Final, currently being
formalised among the EUCAIM Consortium partners under the methodology of EDPB
Guidelines 07/2020), where the medical centre falls within the perimeter once it is published.

e FEUCAIM DPO and Legal Advisor Statement, signed by the DPO or external legal counsel of the
medical centre on the official template (file 02 EUCAIM Framework Documents/004) and
submitted to HULAFE.

e EUCAIM Terms and Conditions for Health Data Users, accepted by the personnel of the medical
centre that obtains user accounts on the EUCAIM platform.

Deliverable of Step 8: full set of signed agreements archived in the UNICA SharePoint and listed in the
milestone MS2 collection (M18). Cross-reference: DPA UNICA, JCA UNICA, EUCAIM DSA, DTA, ColA,
JCA, DPO Statement, T&C.
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2.10 Step 9, Al ethics check (ALTAI methodology and Article 27 Al Act FRIA)

The pilot Al applications for cancer imaging analysis are likely to qualify as high-risk Al systems under
article 6 and Annex III of the Al Act, in particular Annex I1I point 5(b) on Al systems intended to be used for
healthcare access decisions, and point 6(a) on risk assessment in the context of medical devices. The
Coordinator and SAPG, in cooperation with the Clinical Lead and the Al development team of POLIMI and
UPYV, conduct an Al ethics check as part of the onboarding of each medical centre, which combines two
methodologies.

ALTAI methodology (Assessment List for Trustworthy Al), HLEG-AI 2020:

e Human agency and oversight, alignment of the Al pilot with article 14 AI Act on human
oversight requirements.

e Technical robustness and safety, alignment with article 15 Al Act.

Privacy and data governance, alignment with article 10 AI Act and with the GDPR safeguards

already established in Steps 2 to 7.

Transparency, alignment with article 13 Al Act.

Diversity, non-discrimination and fairness.

Societal and environmental well-being.

Accountability.

FRIA, Fundamental Rights Impact Assessment under article 27 Al Act:

e Description of the deployment, in particular for medical centres acting as deployers of the
high-risk Al system used during the pilot.

Categories of natural persons affected (patients, healthcare professionals).

Specific risks of harm to fundamental rights and the measures to mitigate them.

Human oversight measures.

Measures in case of materialisation of the risks.

Annex D of this Protocol provides a condensed ALTAI and FRIA checklist, in the order in which the
questions are best addressed during the onboarding of a medical centre. The full ALTAI methodology is
referenced rather than embedded; the medical centre may use the official self-assessment tool published by
the European Commission.

Deliverable of Step 9: ALTAI assessment report and FRIA report per medical centre, signed by the medical
centre and counter-signed by SAPG. Cross-reference: Annex D.

2.11 Step 10, Sign-off and documental archive

At the end of the onboarding, the Coordinator and SAPG produce a sign-off package per medical centre,
which contains:

Stakeholder map (Pre-onboarding deliverable).

Completed Onboarding Pack with all evidence per Section 4.9.
Lawful basis statement (Step 2).

Consent assessment report (Step 3).

Ethics Committee approval (Step 4).

DPO opinion (Step 5).

Article 30 GDPR record extract (Step 6).

Local DPIA, plus reference to the consortium-level DPIA (Step 7).
Signed DPA UNICA, signed Ukrainian Annex where applicable, and references to the EUCAIM
agreements signed (Step 8).

e ALTAI and FRIA reports (Step 9).

The sign-off package is signed by the legal representative of the medical centre and counter-signed by the
CEO of DATRIX (or the WP2 Lead by delegation) and by SAPG. The package is archived in the UNICA
Online folder of the medical centre and a copy is shared with the Granting Authority through the periodic
project report.

Deliverable of Step 10: sign-off package, archived. Counted in the milestone MS2 collection at M18.
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Part 3 — Cross-cutting safeguards
3.1 International transfers

As a general rule, no personal data of the UNICA federation is transferred outside the European Economic
Area, given that the EUCAIM Reference Nodes and the secure processing environment are located in the
EU. Two exceptions are managed.

First exception, the cross-border flow with CCCH (Ukrainian medical centre, partner n. 15 of the UNICA
Consortium). The data providing flow runs from Ukraine to the European Union, which is outside Chapter V
GDPR because the origin is Ukraine and the destination is the EEA. The lawfulness of the export under
Ukrainian law is confirmed by the legal opinion of CCCH counsel on Article 29 of Law 2297-VI of 1 June
2010 as currently in force, taking into account the 2018 reform and the additional measures introduced under
the martial-law regime since February 2022. The administrative flow EU to Ukraine (UNICA dashboard
accounts, project communications) is governed by the Standard Contractual Clauses C2C Module 1 ex
Commission Implementing Decision 2021/914 between DATRIX and CCCH, complemented by a Transfer
Impact Assessment per EDPB Recommendations 01/2020 (Schrems II). The pilot testing is federated and
runs locally in Ukraine; no transfer of personal data EU to Ukraine is foreseen for this leg. Operational
details: file UNICA_UkrainianAnnex CCCH.

Second exception, sub-processors of the Joint Controllers DATRIX, POLIMI, UPV that are established
outside the EEA. These are subject to the prior written consent of all Joint Controllers under article 11 of the
JCA UNICA, and to the safeguards listed in article 46 GDPR (in particular SCC, BCR or specific
derogations where applicable), complemented by a TIA. The list of sub-processors is maintained in Annex E
of the JCA UNICA.

3.2 Sub-processors authorisation flow

Each medical centre, before engaging any sub-processor in the context of UNICA, informs DATRIX as
Coordinator and obtains general or specific authorisation under article 28(2) GDPR, in line with Section 6 of
the DPA UNICA. The general authorisation, where granted, is paired with a notification obligation: the
medical centre informs DATRIX of any intended addition or replacement of sub-processors at least 30
calendar days in advance, and DATRIX may object on reasonable data-protection grounds. The hosting
service is subject to a longer notice period of 2 months, in alignment with Section 6.5 of the EUCAIM DTA.

The same flow applies to the Joint Controllers DATRIX, POLIMI and UPV for the sub-processors of the
UNICA dashboard, with the variant that the authorisation is collegial under article 11 of the JCA UNICA.

3.3 Data subject rights coordination

Data subject rights under articles 15 to 22 GDPR may be exercised by patients of the medical centre, by
registered users of the UNICA dashboard, and by external requesters of access to the UNICA models. The
Protocol establishes the following coordination.

For patient data of the federated leg (clinical and imaging datasets shared from the medical centre or
transferred to the EUCAIM Reference Nodes): the medical centre is the autonomous Controller and remains
the primary point of contact. Data subjects can also exercise their rights through HULAFE for any request
reaching the EUCAIM Central Hub. SAPG and DATRIX support the medical centre on consortium-level
requests (e.g. cross-centre cohort identification).

For personal data of the UNICA dashboard (user accounts, access logs, project staff, external requesters):
DATRIX is the Single Point of Contact under article 26(3) GDPR and Section 6 of the JCA UNICA.
POLIMI executes the technical actions on the platform and UPV on the AAI infrastructure.

Article 71 EHDS opt-out, where activated, must be respected at all times. The medical centre informs SAPG
and DATRIX of any opt-out received, so that the patient is excluded from the federation across the three
branches.

3.4 Personal data breach response

Each entity maintains a breach response plan compliant with articles 33 and 34 GDPR. The Protocol
harmonises the playbook across the consortium.

Detection and internal escalation, T+0:
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e The entity that becomes aware of the breach (medical centre, technology provider) immediately
escalates to its DPO and to its CISO or Information Security Officer.

e Within 24 hours of becoming aware, the medical centre or the technology provider notifies the
Coordinator (DATRIX) and SAPG, in line with Section 9 of the DPA UNICA.

Investigation and containment, T+0 to T+24:

e POLIMI as Operational Lead of the JCA UNICA leads the technical containment and the
forensic analysis on the platform components.

e UPV provides the technical evidence available from the infrastructure under its responsibility.

o The medical centre provides the local context and any clinical impact assessment.

Notification to supervisory authority, T+72 max:

e DATRIX as SPOC of the JCA UNICA coordinates the notification to the competent supervisory
authority for the joint processing operations within the 72-hour deadline of article 33 GDPR.

e Each medical centre, as autonomous Controller of the patient data, notifies its own competent
supervisory authority where required by national law.

Communication to data subjects, where applicable per article 34 GDPR: coordinated by DATRIX as SPOC
for the JCA UNICA scope, by the medical centre for the patient data scope.

Documentation: all breaches are documented per article 33(5) GDPR. The documentation is shared among
the Joint Controllers and archived in the UNICA SharePoint.

3.5 Records retention and erasure

The retention period of the personal data processed under UNICA is set out in the OB Pack and in the DPA
UNICA per dataset. As a general rule:

e Patient datasets transferred to or accessed by the EUCAIM federation: retained for the duration
of the EUCAIM Project plus the legal limitation period for the secondary use purposes, in line
with the EUCAIM DSA / DTA.

e UNICA dashboard accounts: retained for the duration of the user account plus 12 months for
audit purposes.

® Access logs of the UNICA dashboard and of the EUCAIM federation: retained for at least 12
months, in alignment with article 73(1)(e) of the EHDS Regulation, with a maximum of 24
months unless required by law.

e Project management records (article 30 records, DPIAs, sign-off packages): retained for the
duration of the Grant Agreement plus the audit and legal limitation period (typically up to 5
years from the final balance payment).

At the end of the retention period, the data is securely erased or anonymised. The Operational Lead POLIMI
implements the retention and erasure procedures on the components of the UNICA Platform under its
responsibility. UPV does the same for the components under its own responsibility. Each medical centre is
responsible for its own records.

GA EU4Health 101218966 | Page 11 of 19 | Prepared by SAPG



UNICA

GDPR Compliance Onboarding Protocol - V1.0 RV

Part 4 — Maintenance
4.1 Annual review of this Protocol

This Protocol is reviewed once per year by SAPG, in coordination with DATRIX as WP2 Lead, to
incorporate: (a) updates to the EUCAIM Reference Framework (in particular new versions of D3.1, D4.4 and
D5.11); (b) updates to the EU regulatory framework (in particular the implementing acts under article 73 of
the EHDS Regulation, expected by 2027, and the secondary legislation under the Al Act); (c) updates to the
national derogations under article 9(4) GDPR; (d) lessons learned from the workshops T2.2 with the medical
centres.

The annual review is delivered as a new version of this Protocol, with a changelog row in the master index of
D2.1 and a notification to the medical centres.

4.2 Reporting to the Granting Authority and to the EUCAIM Consortium

The Coordinator includes in each periodic project report to the Granting Authority a status update on the
GDPR Compliace onboarding, with the number of medical centres at each step, the gaps identified by SAPG
and the actions taken. The Coordinator also reports to HULAFE through UPV, by quarterly status report, the
progress on the EUCAIM-level onboarding (DSA, DTA, ColA, DPO Statement) and any external
dependency that affects the WP2 closure.
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Annex A, Model letter for DPO opinion request

Template of the letter that the Coordinator (DATRIX) sends to each medical centre to obtain the DPO
opinion required by Step 5 of this Protocol. The letter is to be adapted to the language and the formal style of
the medical centre.

To: Data Protection Officer of [Medical centre legal name]

From: DATRIX S.p.A., UNICA Project Coordinator, Foro Buonaparte 71, 20121 Milano, Italy. PIC
885486811.

Date: [DD MMMM YYYY]

Subject: Request for DPO opinion on the participation of [Medical centre legal name] in the UNICA
federation and in the EUCAIM Reference Framework, GDPR-Compliant Onboarding Protocol Step 5.

Dear DPO,

In the context of the UNICA Project (Grant Agreement n. 101218966, EU4Health 2021-2027), [Medical
centre legal name], in its capacity as Health Data Holder, is preparing the bilateral Data Processing
Agreement (DPA UNICA) for the FAIRification of clinical and imaging datasets, and the adherence to the
relevant EUCAIM agreements (DSA, DTA, ColA, JCA EUCAIM, DPO and Legal Advisor Statement).

Pursuant to the UNICA GDPR Compliance Onboarding Protocol (file

04 UNICA_ Operational Documents/UNICA GDPRComplianceOnboardingProtocol RV SAPG.docx) and
in accordance with EUCAIM D4.4 Final Rules for Participation, Section 4.4.1.1 Documentary requirements,
point (f), [Medical centre legal name] is required to provide a written DPO opinion covering the following
points:

e Lawful basis under articles 6 and 9 GDPR plus national derogation under article 9(4) GDPR for
the secondary use of the declared dataset.

e Coverage of the patient information and consent material on the three branches of the UNICA
flow (FAIRification, federated Al pilot, EUCAIM transfer), with the remediation actions adopted
where coverage is partial or absent.

e Outcome of the local Data Protection Impact Assessment under article 35 GDPR, with reference
to the consortium-level DPIA prepared by SAPG.

e Technical and organisational measures in place at the medical centre, with reference to Section 4
of the Onboarding Pack V1.3 RV and to the UNICA IT Security Guidelines (D-2 deliverable).

e National restrictions on the secondary use of the dataset, including, where applicable,
prohibitions on commercial use, intellectual property rights restrictions and conditions on the
expression of consent.

e Final assessment of the lawfulness of the participation in UNICA and in EUCAIM, with any
recommendation to the senior management.

The DPO opinion is in addition to (not in substitution of) the EUCAIM DPO and Legal Advisor Statement to
be signed on the official EUCAIM template (file 02 EUCAIM_Framework Documents/004) and submitted
to HULAFE before the signature of the EUCAIM agreements.

Please return the signed DPO opinion to the Coordinator by [DD MMMM YYYY], with copy to SAPG
(legal counsel of DATRIX). For any clarification, you may contact [SAPG project lead name and email] or
[Coordinator project manager name and email].

Sincerely,
[UNICA Coordinator]
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Annex B, Article 30 GDPR records of processing activities, template

Template per processing operation. Each medical centre, DATRIX, POLIMI and UPV maintain their own
record. SAPG keeps a consolidated extract for the joint processing operations of the JCA UNICA.

Field

Content

Identity and contact details of the Controller

[Legal name, registered office, VAT, PIC, legal
representative]

Data Protection Officer contact details

[Name, institutional email, phone, designation
evidence]

Joint Controllers (where applicable)

[Names, JCA reference, RACI matrix Annex B]

Purposes of the processing

[Mapped to UNICA WP, Task and Objective; e.g.
WP2 T2.1 Obj 1]

Categories of Data Subjects

[Patients of the medical centre / Registered users of
the UNICA dashboard / Project staff / External
requesters|

Categories of Personal Data

[Identification data / Clinical data / Imaging
DICOM / Genetic data where applicable / Account
data / Access logs]

Special categories (art. 9 GDPR)

[Yes, health data and where applicable genetic data]

Lawful basis under arts. 6 and 9 GDPR + national
law

[E.g. art. 6(1)(e) + art. 9(2)(j) + art. 110-bis Codice
privacy]

Categories of recipients

[DATRIX, POLIMI, UPV (technology providers),
HULAFE (EUCAIM Central Hub), Granting
Authority, supervisory authorities, sub-processors
per Annex 3 DPA]

International transfers

[None as a rule. Exception: cross-border flow with
CCCH per Ukrainian Annex (D-5)]

Retention period

[Mapped per dataset and per processing operation]

Description of the technical and organisational
measures (TOMs)

[Reference to D-2 IT Security Guidelines, DPA
UNICA, Annex 2, JCA UNICA Annex C]

DPIA reference

[Reference to consortium-level DPIA + local DPIA
per Step 7]

GA EU4Health 101218966 | Page 14 of 19 | Prepared by SAPG




UNICA

GDPR Compliance Onboarding Protocol - V1.0 RV

Annex C, Consortium DPIA template, skeleton

Skeleton of the consortium-level DPIA prepared by SAPG with the technical support of POLIMI and UPV,
approved by the Joint Controllers DATRIX, POLIMI and UPV under the JCA UNICA, and shared with all
medical centres as a building block for their local DPIAs.

C.1 Description of the processing

Identification of the controller(s) and the joint controllership architecture (JCA UNICA for the dashboard;
autonomous controllership for the patient datasets at each medical centre). Description of the federated
infrastructure (UNICA dashboard, EUCAIM Reference Nodes, federated Al pilot training). Description of
the data flow on the three branches (FAIRification, federated Al pilot, EUCAIM transfer). Categories of Data
Subjects and Personal Data. Purposes of the processing, mapped to the WPs of UNICA. Lawful basis (arts. 6
and 9 GDPR + article 89 GDPR). Retention period.

C.2 Necessity and proportionality assessment

Why the processing is necessary for the public interest in scientific research in the field of cancer imaging.
Proportionality test: minimisation through pseudonymisation, federated computation, locally stored data with
only model parameters or aggregate outputs leaving the medical centre, anonymisation pipeline (CTP
Anonymizer profile, EUCAIM HyperOntology) for the data transferred to the Reference Nodes.
Compatibility test under article 6(4) GDPR for any further processing.

C.3 Risk identification, likelihood and severity

Catalogue of risks, with likelihood (low, medium, high) and severity (low, medium, high). Examples:
re-identification of patients from imaging data; unauthorised access to the federated node; breach of the
EUCAIM dashboard; cross-border flow CCCH with martial-law regime; Al model leakage of training data;
dataset-bias related discrimination; supply-chain attack on the EUCAIM Mediator service.

C.4 Identified safeguards

Technical and organisational measures: encryption AES-256 at rest, TLS 1.2+ in transit, multi-factor
authentication on privileged access, role-based access control with least-privilege, centralised tamper-evident
logging at least 12 months per article 73(1)(e) EHDS, vulnerability scanning, backup with tested restore,
incident response 24h to SAPG/DATRIX and 72h to supervisory authorities, secure development lifecycle,
ISO/IEC 27001 where obtained, Al Act articles 10 and 15 compliance.

C.5 Residual risk and prior consultation under article 36 GDPR

Assessment of the residual risk after the application of the safeguards. Where the residual risk remains high,
the Joint Controllers consult the competent supervisory authority under article 36 GDPR, with DATRIX
acting as SPOC. The consultation is documented and the Coordinator informs the Granting Authority of the
outcome.

C.6 Validation and review

The DPIA is validated by SAPG and approved by the Joint Controllers. It is reviewed at least once per year
and whenever there is a change in the risk profile of the processing. Each medical centre uses it as the
building block for its local DPIA, which it tailors to its national context and to its specific dataset.

GA EU4Health 101218966 | Page 15 of 19 | Prepared by SAPG



UNICA

GDPR Compliance Onboarding Protocol - V1.0 RV

Annex D, ALTAI and FRIA condensed checklist

Condensed checklist for Step 9 of this Protocol. The full ALTAI methodology is referenced rather than
embedded; the medical centre may use the official self-assessment tool published by the European
Commission. Article 27 Al Act FRIA elements are integrated where applicable.

Dimension

Key questions

Reference

Human agency and oversight

Is human oversight ensured at the
diagnostic stage? Are the clinical
decisions supported by, but not
delegated to, the Al system? Is
there a kill-switch?

Al Act art. 14

Technical robustness and safety

Has the Al system been tested on
representative cohorts? Are the
accuracy, robustness and
cybersecurity requirements met?
Is there a logging mechanism for
traceability?

Al Act art. 15; ISO/IEC 27001

Privacy and data governance

Has the training data been
pseudonymised or anonymised?
Is the lawful basis under articles
6 and 9 GDPR documented? Is
there a data quality plan?

Al Act art. 10; GDPR arts. 5, 6,
9,89

Transparency

Is the deployer informed of the
Al system's capabilities and
limitations? Is the patient
informed (via consent or
information notice) of the Al
involvement in the diagnostic
process?

Al Act art. 13; GDPR arts. 13, 14

Diversity, non-discrimination and
fairness

Has the training set been audited
for under-representation of
demographic groups? Are there
bias mitigation measures?

Al Act art. 10; Charter of
Fundamental Rights of the EU

Societal and environmental
well-being

What is the expected societal
benefit (improved cancer
diagnostics)? What is the carbon
footprint of the federated
training? Has the consortium
considered green computing
options?

Al Act recital, EU Green Deal
references

Accountability

Who is the deployer? Who is the
provider? Is the FRIA
documented? Is the DPIA
documented? Are the audit trails
available to the supervisory
authorities?

Al Act arts. 26, 27; GDPR arts.
30, 35

FRIA, deployment context

Where is the Al system deployed
(which medical centres, which
clinical workflows)? Which
patients are affected?

Al Act art. 27(1)(a) and (b)

FRIA, specific risks of harm to
fundamental rights

What are the risks of harm to the
right to non-discrimination, to

Al Act art. 27(1)(c), Charter arts.
1,7,21,35
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private life, to health, to dignity?
How are they mitigated?

FRIA, human oversight measures

How is human oversight ensured
during the deployment? Who is
the natural person in charge?

Al Act art. 27(1)(d)

FRIA, measures in case of
materialisation

What is the action plan if a risk
materialises? Are the data
subjects informed?

Al Act art. 27(1)(e)
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Annex E, Cross-reference matrix to the other D2.1 documents

Step or Section | UNICA EUCAIM EUCAIM UNICA Reference
of this Protocol | agreements framework reference operational materials
(folder 01) (folder 02) (folder 03) (folder 04) (folder 05)
§1.3 DPA UNICA, DTA, DSA, All EUCAIM All operational | GA Section 4.2
Relationship JCA UNICA, T&C, DPO deliverables deliverables extract, CA
OB Pack, Statement, Section 4.4
Ukrainian ColA extract
Annex (D-5) placeholder,
JCA EUCAIM
placeholder
§2.2 Step 1, OB Pack DPO/Legal D4.4 Section This Protocol GA Section 4.2
OB Pack Advisor 44.1.1,D5.11 extract
Statement Sections 2 and
template 4-8
§2.3 Step 2, DPA UNICA EUCAIM DSA | D4.4 Section This Protocol; | GA Section 4.2
Lawful basis Recital A and / DTA legal 44.1.1 D-3 Patient extract
Section 2 basis clauses Consent
Review
§2.4 Step 3, OB Pack EUCAIM D4.4 Section D-3 Patient -
Consent Section 5 and T&C for 4.4.1.1.B and Consent
review Tabella 10 Health Data C Review
Users template
§2.5 Step 4, OB Pack - D4.4 Section D-4 Ethics -
Ethics Section 6 442 Committee
Committee Submission
template
§2.6 Step 5, OB Pack DPO/Legal D4.4 Section Annex A of -
DPO opinion Annex D.1 Advisor 4.4.1.1 point this Protocol
Statement ®
template
§2.7 Step 6, DPA UNICA - D4.4 Section Annex B of -
Article 30 Section 3 (i) 4.4.1.1 point this Protocol
records (e)
§2.8 Step 7, DPA UNICA - D4.4 Section Annex C of -
DPIA Section 4.2 (¢); 4.4.1.1 point this Protocol;
JCA UNICA (d); D3.1 D-2 1T
Section 8 TOMs Security
Guidelines
§2.9 Step 8, DPA UNICA, DTA, DSA, D4.4 Section This Protocol; | GA Section 4.2
Signatures JCA UNICA, ColA, JCA 44.1.1.A, B, C | D-5 Ukrainian | extract
Ukrainian EUCAIM, Annex
Annex DPO
Statement,
T&C
§2.10 Step 9, DPA UNICA - D4.4 Section Annex D of -
Al ethics Section 14 4.4.2; D54 if this Protocol
relevant
§2.11 Step 10, | All UNICA All EUCAIM MS2 collection | This Protocol; | -
Sign-off agreements agreements at M18 Master index
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